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Chapter 2

Security

Backups

The Importance of Local and Cloud Backups

One of the most important things you can do to pro-
tect your data is to make sure it’s safely backed up on
a regular basis. If you're like many people, you either
don’t have backups at all, don’t have recent backups,
or don’t have all of your devices and data backed up.
It’s a good idea to back up all of your computers and
all of your mobile devices. Having both local back-
ups and cloud backups will protect against the loss
of data in many different situations. If your house is
destroyed in a fire and you had backups only on local
hard drives, you might lose both the computers and
the drives.

Many people wonder about the security of backing
up your data to cloud services. These days, most secu-
rity experts recommend doing so, and when you learn
more about the security practices of the best services,
you can feel more confident about using them.

Cloud Synchronization vs. Cloud Backup

Cloud services can be grouped into several different
types. Here we’ll look at two types: cloud sync ser-
vices and cloud backup services.

Some examples of cloud sync services are Google
Drive, Dropbox, Microsoft’s OneDrive, and Box. These
services are used to keep particular folders or directo-
ries of documents in sync across multiple devices. For
example, when you add or change a file in your Drop-
box folder on your computer, it also appears in the
same folder in the app on your mobile phone. Change
it on one device, and the change happens on all of

your connected devices. In this way, they stay in sync.
Sync services often have free versions for a limited
amount of data and offer tiered pricing for syncing
larger amounts of data. Most of these services also
have special pricing for non-profits and educational
institutions.

Google Drive
https://www.google.com/drive

Dropbox
https://www.dropbox.com

OneDrive
https://onedrive.live.com/about/en-us

Box
https://www.box.com/home

Some examples of cloud backup services are Back-
blaze, iDrive, Carbonite, and SpiderOak ONE. These
services are designed to automatically back up all
the files on your computer on a regular basis to an
encrypted remote location, with easy ways to restore
your files in case your computer is lost, stolen, has a
virus, or is otherwise destroyed. They usually provide
a way to “set it and forget it,” with an app that you
set up once and runs silently in the background, keep-
ing your files safely backed up. These services usu-
ally have a reasonable monthly or yearly fee and often
have special pricing for educational institutions and
non-profits.!
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Backblaze

https://www.backblaze.com

iDrive
https://www.idrive.com

Carbonite
https://www.carbonite.com

SpiderOak ONE

https://spideroak.com/one

Even if you keep most of your important files in
a service like Dropbox, it’s still a good idea to have a
dedicated backup service like Backblaze that will han-
dle complete backups of all of your files and make it
easy to get up and running quickly if your computer is
stolen. Most of these services have an option for send-
ing your files to you on a portable hard drive so that
you can get your files back quickly without having to
download them all over the internet.

These services encrypt your files before they leave
your computer, so the files can’t be accessed while in
transit or on the company’s servers (except via a war-
rant, subpoena, or court order). Some services let you
add an encryption key known only to you, so even the
employees of the remote service can’t access your data
under court order. The best services offer unlimited
storage at a fixed price so that no matter how much
your data needs grow, your files will be backed up.

You might wonder why it’s not enough to use sync
services like Dropbox or OneDrive for this purpose.
They are wonderful services for what they do, but
they don’t usually offer the option of a private encryp-
tion key for your most sensitive files, like many cloud
backup services. They also require you to add files to
a certain location on your computer in order for them
to be synchronized, and they don’t keep previous ver-
sions of your files.

To learn more about all the features of these ser-
vices, with a recommendation of the best one for your
needs, see “The Best Online Cloud Backup Service” by
Joe Kissell.?

Local Backups

It’s a good idea to back up regularly to local hard
drives as well. If you need a quick way to restore
files that you’ve accidentally deleted, or to get files
that were on a lost or broken device, getting them
from a local drive is usually the quickest way. The
cost of portable USB drives is very reasonable these
days. An article on Wirecutter recommends the 2B
Seagate Buckup Plus Slim.® This information will of
course change over time, so look to Wirecutter as an

excellent site for reviews of the best hardware and
software by experts.

The Wirecutter
https://thewirecutter.com

Backing Up Your Mobile Devices
10S DEVICES

If you have an iPhone or iPad, it’s good to use iCloud
(for cloud backups) and also to make local backups of
your mobile devices to your computer using iTunes.*
When you have backups on your computer, and your
computer in turn is being backed up by a cloud service
like those mentioned above, your device backups will
get copied and encrypted there as well. This gives you
several options for restoring all of your data should
your iPhone or iPad get lost or go missing.

If you want an alternative to iTunes for backing up
your iOS devices to a Mac or PC, try iMazing. It’s very
user-friendly and is great for backing up everything
from your iOS devices.® In my opinion, it’s much bet-
ter than iTunes and worth the price of forty dollars for
a single-user license. They offer enterprise accounts
for organizations as well. It’s available for Windows as
well as Mac, so if you have an iPhone, iPad, or iPod
Touch, you might prefer this to iTunes. You can use it
to manage the copying of apps, photos, music, videos,
call logs, notes, and voice memos (in either direction,
computer to iOS device or vice versa). It also makes it
easy to transfer e-books and PDF documents to iBooks.

iMazing

https://imazing.com

ANDROID DEVICES

Google automatically backs up your calendars, con-
tacts, and Gmail, but what about all of your apps,
documents, and media files? There are several good
backup apps recommended by experts, and they range
in price from free to thirty dollars (most being less
than five dollars).® These days so much important data
is stored on our phones, and your mobile devices are
often more likely to get lost, damaged, or stolen than
your home computer. That’s why it’s especially impor-
tant to have good backups of these.

Back Up Your Mobile Photos

When it comes to your photos (most of us have many
thousands of these), it’s useful to use more than one
cloud backup solution. I use Google Photos, Amazon
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Photos, and Dropbox to automatically back up all
the photos on my iPhone whenever I'm on Wi-Fi.”
Google Photos is one of my favorites of these ser-
vices—it automatically backs up photos to the cloud,
keeps your photos private unless you choose to share
some of them, and offers some useful ways to search
everything using Google’s artificial intelligence. (Find
every photo that contains dogs, for example).® Since so
many of these services have free options, and since it’s
easy to turn on auto-backup, why not have redundant
backups of your precious photos?

Lost or Stolen Devices

There is a simple action that’s worth doing to increase
the chances of getting a lost or stolen device returned
to you. Even more importantly, it’s a way to remotely
wipe the data on your device if it’s been stolen. It’s
called Find My iPhone, and you can activate it for
all of your Apple devices—iPhone, iPad, Mac, Apple
Watch, or iPod Touch. For Android phones, you can
use Google’s Find My Device.®

Let’s use Apple’s system as an example. When you
get a new Apple device, go to your settings, and turn
it on. Follow the instructions from Apple: “Set Up Find
My iPhone on All of Your Devices.”

Apple—Set Up Find My iPhone on All of Your
Devices
https://support.apple.com/en-us/HT205362

After you've activated this feature, you can use
the Find My iPhone app or log in to iCloud.com from
any web browser, to do the following: see your miss-
ing device on a map, play a sound to help you find
it (perhaps it’s lost in your house), or remotely erase
your data. You can set a new passcode and create a
special message that will appear on your lock screen.
You can customize the message with contact informa-
tion of a friend or family member so that someone
who finds your phone can contact you.

Sometimes your data is more important than
the device itself, depending on what you have on it.
So being able to remotely wipe the device can be
extremely useful. This feature is easy to use on both
iOS and Android devices and is one of the best reasons
to turn it on.

How Intruders Get In
Phishing Attacks and Malware

Now let’s look at one of the primary ways that intrud-
ers can access your data: phishing attacks. You've

probably heard of them. These are attempts by crimi-
nals to capture your private information or install
malware on your device by sending messages that
appear legitimate but are actually links to fake sites.

These messages arrive most often by email but can
also appear in social media or text messages. They
usually take advantage of human psychology by mak-
ing it appear that you need to act quickly—claiming
that your bank account will be frozen or some other
bad thing will happen unless you click the link and
enter your information immediately. Sometimes they
say that you’ve won a prize or a lottery and that you
need to enter your personal information in order to
claim it.

When you look at the “From” email address in
one of these messages, it will usually be very similar
to one that looks legitimate. For example, in a recent
phishing attack, messages were sent from lloydsbacs.
co.uk, instead of the real address, lloydbank.co.uk.
That domain was hosted by a Dutch IP address and
was a known source of spam.!® Some attacks are aimed
at workers within a specific company, appearing to be
from a CEO or other person in power. Sometimes they
look as if they are from a contractor or business part-
ner and ask you to open an attachment that ends up
installing malware on your computer.

These scams are called “phishing” as a slang form
of the word fishing. The attacker is fishing for private
information to exploit. Recent statistics show that, on
average, about 1.4 million new phishing sites are cre-
ated every month.!! These fake pages look like the
company they are pretending to be, such as Google,
Chase Bank, PayPal, Dropbox, or Facebook. Criminals
are getting more sophisticated by building websites
that last for only four to eight hours and then moving
to a different site, so it’s less likely that their site will
be marked as malicious by automated tools.

Not only individuals, but also companies and
universities, are victims of these attacks. Thousands
of companies are hit every year.!? One high-profile
attack hit MacEwan University in Edmonton, Alberta,
Canada, in 2017. According to a statement from the
university, “A series of fraudulent emails convinced
university staff to change electronic banking infor-
mation for one of the university’s major vendors. The
fraud resulted in the transfer of $11.8 million to a
bank account that staff believed belonged to the ven-
dor.”'® As you can imagine, that was a terrible event
for everyone involved.

To learn more about the growing impact of phish-
ing scams, read the report from Webroot Quarterly
Threat Trends: Phishing Attacks Growing in Scale and
Sophistication. The report concludes that “attacks are
becoming much more sophisticated, hiding behind
benign domains, obfuscating true URLs, carrying
more malignant payloads, and fooling even security-
savvy users with realistic impersonated websites.”!*
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How to Avoid Being Phished

Most of us feel that we are too savvy to fall for one
of these attacks. Perhaps your non-tech-savvy relative
would, but not you. It turns out that even people with
current knowledge of technologies and how phishing
works have fallen for one of these scams.

Here are some things to look for when deciding
whether a message is real:

+ Spelling errors and bad grammar. The most
obvious one is spelling errors and poor gram-
mar. It’s common for criminals to use services
like Google Translate to convert their messages
to English from their own first language. This
doesn’t always work accurately, and often you’ll
see weird grammar, spelling errors, or unusual
sentence structure.

+ Incorrect, but similar URLs. Another thing to
look for is the use of shortened URLs from services
like TinyURL or Bit.ly. These are legitimate ser-
vices for creating short links for email messages,
so use of shortened URLs alone is not evidence of
a scam, but you should always hover your mouse
over these links to see where they actually point.
If a message doesn’t use a link shortener, it’s still
a good idea to examine the link carefully because
often just one letter is different, and it’s hard to
spot a fake link. Remember also that in HTML
email, it’s possible to see a correct URL as the vis-
ible link, but clicking it sends you to a different
link (which you can see by hovering your mouse
over the link). One good practice is to not click on
the embedded link, but instead start fresh in your
web browser, typing in the address that you know
is your bank or other official site that the mes-
sage claims to be from. Another option is to use a
service that shows where short URLs point to, like
https://www.checkshorturl.com.

TinyURL
https://tinyurl.com

Bitly
https://bit.ly

Check Short URL

https://www.checkshorturl.com

+ Strange email address. The next thing to look for
is a strange address in the “From” field of the email.
Sometimes scammers, hoping you won’t check, use
a long string that is clearly not who it claims to be
from. Other times they create a domain name that
looks almost exactly the same as an official one.
It’s even possible to get these messages from the

exact correct email of someone you know if that
person’s account has been hacked.

+ Too good to be true. If the message is about win-
ning a contest, getting free tickets, or some other
perk, and you’re asked to enter your information
to get your prize, be wary.

Here are some additional precautions to take:

« Don’t click on an attachment (without check-
ing that a person you know sent it to you).
Attachments are a prime way of spreading mal-
ware to your computer, so be wary. Don’t click on
attachments unless you have communicated with
the person who sent it to you, hopefully before
you received it. If you get an attachment from a
colleague that youre not expecting, check with
that person in another way to make sure he or she
actually sent it.

+ Disable macros in Microsoft Office software.
Most current versions of Office apps come with
the macros turned off by default, but some older
versions might have macros turned on. Viruses
can be spread by attached documents that auto-
run macros when you click on them, so it’s a good
idea to keep macros turned off until you need to
use them in your own documents.'®

+ Keep your software up-to-date. Attackers often
rely on bugs in software to get malicious software
(malware) onto your computer. When particular
bugs become known, the software developer will
usually release a security update to fix them. This
can be an operating system update to Windows or
Mac computers, or a particular software or plug-
in update. It’s a good idea to keep up with these
updates in order to reduce your risk.

Learning More

For an entertaining and informative podcast episode
on this topic, listen to Phia Bennin, “What Kind of
Idiot Gets Phished?”—episode 97 of Reply AlL'® In this
episode, she conducts an experiment to see if she can
fool her tech-savvy coworkers into being phished.

For more details about different types of phish-
ing scams, read this article by Danny Palmer: “What
Is Phishing? Everything You Need to Know to Protect
Yourself from Scam Emails and More,” published on
ZDNet."” And for a good overview document that you
can recommend to others, see “How to: Avoid Phishing
Attacks” from the Electronic Frontier Foundation.!®

Ransomware

You’ve probably heard about the problem known as
“ransomware.” It made the headlines in 2017 with
an attack known as WannaCry.!° In that attack, many
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people around the world were faced with a lock screen
when they tried to use their computer. The screen
explained that the entire computer was locked down
with encryption and that to get the code to unlock
it, the user needed to pay a ransom of approximately
$350 using a payment system known as Bitcoin.

The attack affected computers of businesses and
organizations around the world (mostly not individ-
uals on their home computers). Some of the targets
included the National Health Service in the UK and
FedEx in the United States. Ransomware attackers
aim to target those who need immediate access to
their computers at all times and therefore are most
motivated to pay the ransom—such as banks, law
enforcement agencies, and hotels.

Of course, this incident highlights the importance
of having good backups from which you can restore
quickly. Those who do have good backups can erase
their computers and install everything from those
backups, wiping out the ransomware. Even if you do
pay the ransom, there is no guarantee that the attack-
ers will provide you with the unlock key (though often
they do).

The primary way that ransomware spreads is
through phishing attacks (with attachments contain-
ing the code). Windows PCs that don’t have the latest
security patches are usually the most vulnerable, and
sometimes companies and organizations don’t have
good plans for keeping all of their software updated.
So this is not only an individual problem, but an orga-
nization-wide problem for businesses, universities,
libraries, and other organizations.

The best advice for avoiding this kind of attack is
to keep your systems updated with security patches
and to avoid being phished (as described in earlier in
this chapter). And of course, if you do get ransom-
ware, having good backups is the solution—erase the
entire computer and install from your backups. Even
organizations that do have good backups sometimes
pay the ransom anyway because the amount of time it
takes to restore everything means so much lost busi-
ness that paying the ransom seems worth it.

To learn more about the details of ransomware,
how it spreads, and how to protect against it, see the
Wired article “4 Ways to Protect against the Very Real
Threat of Ransomware” by Kim Zetter.?°

Using Public Wi-Fi
Man-in-the-Middle Attack

One thing that most people don’t think about when
they use public Wi-Fi hotspots is how easy it is for
their internet traffic to be viewed by hackers. For
example, if you are in a coffee shop or airport with
free Wi-Fi, it’s possible for someone to set up tech-
nology that grabs your traffic and analyzes it without

your knowledge. One thing they look for is usernames
and passwords for services they would benefit from
accessing (like your bank).

This is often called a “man-in-the-middle” attack,
meaning that hackers can intercept your communica-
tion by inserting themselves in the middle, between
your computer and the internet. Sometimes attack-
ers set up a rogue Wi-Fi hotspot, with a name that is
similar to the location that you’re in—“Free Airport
Wi-Fi,” for example. So when you connect, your traf-
fic is going through their computer first and then sent
on to the destination—with a copy of all of your data
being grabbed for analysis.?!

If the website you are connecting to uses https
at the beginning of the URL, then your connection
is encrypted, which can prevent this type of spy-
ing. That’s why you see it being used these days on
most login pages, especially at shopping destinations,
banks, and services like PayPal. However, many of
these sites use https only for the login, and then
switch back to unencrypted pages for the rest of the
session (http). And there are still websites that don’t
use this type of encryption at all. Google Chrome and
some other browsers will usually label a site as inse-
cure if it doesn’t use https.

Using a VPN to Protect Your Data

One useful tool that can protect you is a browser
extension called HTTPS Everywhere. You can install
it in Chrome, Firefox, and Opera browsers, and it will
force the use of https on all pages where it can be
used. Websites have to enable that use, and not every
website does, so this isn’t a complete solution.

HTTPS Everywhere
https://www.eff.org/https-everywhere

An even better solution is to use a VPN when on
public Wi-Fi. VPN stands for “virtual private net-
work.” It’s software that encrypts the connection
between your computer and the internet, using some-
thing called a “secure tunnel.” All of your traffic
flows through that tunnel and can’t be accessed by
eavesdroppers.

There are many VPN services these days, some
free and some paid. It’s worth using a paid solution to
get a quality product that works well and doesn’t slow
down your computer. Luckily, the prices are reason-
able. My favorite VPN service is ExpressVPN, which
costs $12.95 per month, or $99.95 per year (which
brings it down to $8.32 per month).??

It’s available for many platforms—Mac, Win-
dows, i0S, Android, many different routers, and every
major web browser. With one click, you can turn it on

Privacy and Security Online: Best Practices for Cybersecurity Nicole Hennig


https://www.eff.org/https-everywhere

and leave it running in the background. You can let
it choose a server near you, or you can choose from
its list of servers around the world (useful when you
want to make your computer appear as if it’s located
in a specific country when connecting). It doesn’t slow
down your connection as some of the free VPNs do. It
uses very strong encryption, and it doesn’t keep logs
of which sites you visit.

Normally your internet service provider (ISP)
keeps logs of every site you visit. So does your employer
or university network. Individual websites also keep
logs of computers visiting them (by IP address) so they
can view and analyze their usage statistics. But when
you use a VPN, your ISP can no longer see which sites
you are visiting. You might care about this especially
because of a law that was passed in the US in 2017.
This law eliminated privacy regulations that would
have made it illegal for ISPs to sell your browsing his-
tory to advertisers without your consent.?*> When you
use a VPN on your home internet connection, your
ISP can’t collect your data in this way. Many paid VPN
services work well, and most experts suggest avoiding
free VPNs.2*

Passwords and Authentication

Managing Your Passwords

If you're like most people, you probably have an over-
whelming number of passwords to keep track of for
various online services. Most people solve this either
by using the same password everywhere or a few vari-
ations of the same password. Some people keep a list
of passwords, perhaps in a Word document on their
computer or in a paper notebook.

Using the same password everywhere (or in a few
of the same places) is a bad idea. That’s because your
password is only as secure as the least secure site
where you use it. If a particular site gets breached and
hackers steal all the usernames and passwords, the
first thing they will do is attempt to use those same
credentials on other sites, like banks, Amazon, Pay-
Pal, or other sites where they can benefit financially.

A common tactic known to those who hack for per-
sonal gain is to automate the creation of lists of possi-
ble passwords that include many variants of the same
words or phrases. In order to save processing time when
trying to hack a system, they usually begin with lists of
the most common passwords that people use. They can
deal with many different roots with different append-
ages (a suffix or prefix). The roots can be a word, or
just something pronounceable, since that’s what peo-
ple tend to use. They use different dictionaries to cre-
ate these lists, including English and other languages,
proper names, and so on. The appendages can be num-
bers, letters, or parts of words. They run through words
with common substitutions, such as a dollar sign in

place of the letter s. In this way, they can break a great
many passwords and crack many systems.?

USING A PASSWORD MANAGER

These days, security experts recommend the use of
a password manager. An example is 1Password, by
AgileBits. Its slogan is, “Go ahead. Forget your pass-
words.” A password manager like this is an encrypted
database (in the form of a mobile app and desktop
software) that securely stores all of your passwords.
You need to remember only one master password to
unlock the app. Typically password managers can
generate secure, hard-to-crack passwords for you,
according to the criteria of the sites you are signing
up for. They also provide browser plug-ins that will
autotype the password into login pages for you. So
you never need to see or remember these passwords.

1Password
https://1password.com

1Password, like many of these tools, synchronizes
your database of passwords between your desktop or
laptop and your mobile devices. So you always have
all of your passwords with you on all devices. You can
also use a password manager to store other data, such
as different shipping addresses, answers to security
questions, your credit card data, passport number,
and much more. All of it is securely encrypted and
easy to find when you search for it in the app.

THE SECURITY OF PASSWORD MANAGERS

The first questions that most people ask about these
tools are, “How secure are they? What if the password
manager gets cracked?” These are reasonable ques-
tions, and I've seen that most people no longer worry so
much about that after they learn how these tools work.

Of course, no tool is 100 percent perfect, but the use
of a password manager is many times more secure than
what most people do currently (such as saving pass-
words in a document on their computer). When evaluat-
ing the security of a tool like this, I look at two kinds of
information: what the vendor says in its own documen-
tation about its security practices, and what indepen-
dent security experts say after evaluating the service.

Let’s use 1Password as an example. Here are some
things to know about it.

* Your master password is never transmitted from
your computer or mobile device. It works entirely
locally, on the device—so you can stop imagin-
ing it being hacked from a remote database on
the internet.
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* You never tell 1Password what your master pass-
word is. You are the only person in possession of
it. So be sure to store it safely, perhaps on paper
in a place where you store other important docu-
ments, like birth certificates. Remember, you can
always reset your password on any website if,
in the worst case, you lose access to your list of
passwords.

1Password uses very high-level encryption for
the database of your passwords. Learn more
about it on the Security page on its website
(https://1password.com/security).2

1Password uses open standards for its encryption
tools, so the safety of these tools can be verified
by independent experts around the world.

You are never locked in to its system. 1Password
makes it easy to export your data if you wish to
switch to another password manager at any point.

Independent security experts, like Bruce Schneier,
recommend the use of a password manager rather
than keeping track in other ways.?”” The Electronic
Frontier Foundation also recommends using a pass-
word manager.?® Additionally, 1Password has received
many positive reviews.?

There are quite a few options when it comes to
choosing a password manager. A review from Wire-
cutter recommends LastPass (a free option) as its first
choice.® It also recommends 1Password as an excel-
lent choice if you are willing to pay for a tool like this
(currently about thirty-six dollars per year for an indi-
vidual account). It’s worth reading the entire review
to learn more about the criteria used and about sev-
eral services and how they compare.

THE FUTURE OF AUTHENTICATION: MOVING BEYOND
PASSWORDS

When you think about how easy it is for passwords
to be cracked and how inconvenient it is for all of us
to have to manage so many passwords, you probably
think, “There must be a better way!” There are some
additional forms of authentication that we will discuss
in this report, such as two-factor authentication and
biometric security.

One of the best essays I've seen about this prob-
lem is by Bruce Schneier: “Stop Trying to Fix the
User.”®! It’s written for security experts, and it chas-
tises them for feeling superior to people who fall for
phishing attacks or use the same password on many
sites. I agree with what he says here: “The problem
isn’t the users: it’s that we’ve designed our computer
systems’ security so badly that we demand the user do
all of these counterintuitive things. Why can’t users
choose easy-to-remember passwords? Why can’t they
click on links in emails with wild abandon? Why can’t
they plug a USB stick into a computer without facing

a myriad of viruses? Why are we trying to fix the user
instead of solving the underlying security problem?”32
His main point is this: “Usable security doesn’t mean
getting people to do what we want. It means creat-
ing security that works, given (or despite) what peo-
ple do.”33

I hope that security systems will improve over
time and become more user-friendly, based on real-
world behavior. In the meantime, read on for infor-
mation about some current means of authentication
that work together with passwords, and in some cases
replace them.

Two-Factor Authentication

Two-factor authentication is the practice of asking
users for a second piece of identifying information in
addition to a password. If your username and pass-
word have been compromised, an attacker still won’t
be able to access your sites without this second factor.

This second factor is usually a numeric code,
sent to you by text message, by email, or by use of
an authenticator app that generates the code. It’s a
one-time use code, so there is no need to store it any-
where. You get a new code each time.

It’s a good idea to turn this feature on where it’s
available because it makes it more difficult for your
accounts to be compromised.>* Many popular services,
like Google, Dropbox, Twitter, Apple, Facebook, Insta-
gram, PayPal, and Evernote, offer this feature.

At first, the idea of one more thing you need to do
when logging on sounds inconvenient, so some people
resist activating this feature. But remember that most
sites and apps keep you logged on all the time (unless
you choose to log out), so you need to enter this extra
code only when installing an app for the first time on
a new computer or device or when using an unfamil-
iar device that you haven’t used to log on before.

Since most people have their mobile phone with
them all the time, it’s usually convenient to get your
code via text message. But sometimes it’s useful to use
a special app, such as Authy, to generate your codes.
This app is more convenient than apps that are dedi-
cated to a particular service (like Google Authentica-
tor) because you can use it from any of your devices
and with many different accounts, including multiple
Gmail accounts. It’s available for multiple platforms,
both desktop and mobile. Learn more about its fea-
tures on the Features page of the Authy website.

Authy
https://authy.com

Authy: Features
https://authy.com/features
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Some sites, like Google, also offer backup codes
that you can print and keep in your wallet.*® You could
use these codes if you want to log on to a public com-
puter and you don’t have your phone with you. These
are eight-digit codes that you can use only once, so
you cross off each one as you use it. When you’ve
used all the codes, you can generate a new list from
Google’s site.

One more thing to be aware of, especially if you
are a well-known person or someone likely to be tar-
geted by hackers (an activist, perhaps), is that it is pos-
sible for someone to hijack your SIM card and take
over your mobile phone account. This is called a “SIM
swap scam” and involves social engineering. Someone
impersonating you calls your provider, such as Veri-
zon, and convinces them to issue a replacement SIM
encoded with your phone number. This enables the
hacker to receive two-factor codes sent by text mes-
sage and take over your account, even if you’ve added
two-factor authentication.

In 2016, this happened to a Black Lives Mat-
ter activist; his Twitter account was compromised in
exactly this way.*¢ To protect against this, most mobile
providers offer an extra (optional) security step that
you can turn on, such as an account PIN. Call your
mobile phone provider (or visit its website) to activate
this feature.

Mobile Payments in Retail Stores

If you’ve wondered about the security of using mobile
payment systems in retail stores—know that they can
be more secure than using your credit card. This sec-
tion will explain why.

By mobile payments, I mean Apple Pay, Google
Pay, Samsung Pay, and the like. With these sys-
tems, you add your credit or debit cards to the app in
advance and then swipe your phone or smartwatch at
payment terminals in retail stores.

Apple Pay
https://www.apple.com/apple-pay

Google Pay
https://pay.google.com/about/

Samsung Pay
https://www.samsung.com/us/samsung-pay

The reason these services are more secure than
swiping your credit card is that they make use of a
random number (or token) that stands in for your
credit card number and is useless if stolen. If your
retail store gets hacked, your token will be on the
list instead of your credit card number. This is called

“tokenization” and is a way to keep your informa-
tion secret from the retailer that uses it. Basically,
when you enter your card information into the app,
it gets encrypted and sent to your phone manufactur-
er’s servers. The manufacturer decrypts it to identify
the payment network and re-encrypts it with a key
that only the card issuer and authorized providers can
unlock. It sends that information to the bank, which
generates a Device Account Number and sends it back
to the phone manufacturer. The manufacturer doesn’t
decrypt that number; instead, it stores the number
securely on your phone.

If you should lose your phone, you can remotely
wipe your device, as described earlier in this chapter.
Then you can deregister your cards from the mobile
payment system and register them again on another
device.

To make this system more secure, you also add to
your device a passcode, fingerprint ID, or Face ID that
you use to confirm your identity when using mobile
payments. We’ll discuss the security of biometric iden-
tification (such as Touch ID or Face ID) in the next
section.

If you're interested in learning more details about
how mobile payments work, see this article on Blue-
fin: “The Security of ‘Traditional’ Payments vs. Alter-
natives: Mobile Wallets.”®” For details about Apple
Pay, see “Apple Pay Security and Privacy Overview”
in the Apple support pages.3®

Biometric Security

Biometric security involves the use of a person’s physi-
cal characteristics to authenticate access. Some exam-
ples of this are fingerprint scanners, eye scanners, and
facial recognition.

Let’s look at two examples of these methods that
are in widespread use today on Apple’s iPhones: Touch
ID (fingerprints) and Face ID (recognizing your face).*

APPLE’S TOUCH ID

Many people imagine that Apple has a central data-
base somewhere with the fingerprints or face photos
of its users. Luckily, that isn’t true. As you can imag-
ine, that would be something that cybercriminals
would love to crack.

Instead, Apple stores your biometric data on your
phone itself; it is never transmitted to Apple. When
you set up Touch ID on an iPhone, you are asked
to hold any of your fingers or your thumb over the
home button a few times at different angles. You can
set up any finger or thumb you like, or multiple fin-
gers. Apple stores a mathematical representation of
your fingerprint using security software called Secure
Enclave on your iPhone. This is not an image of your
fingerprint, but a mathematical representation of it.
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This data is stored in an encrypted state inside of the
Secure Enclave. Security experts say that the exper-
tise needed to break into the Secure Enclave is far
beyond the scope of the average cybercriminal.*® Of
course it is possible that someday, someone could steal
your phone and crack this, but it’s very, very unlikely.

One of the main advantages of Touch ID on
iPhones is that it causes more people to lock their
phones since it’s so convenient to open it each time
with your fingerprint. Before Touch ID was available,
many people left their phone unlocked. Another thing
to know is that your fingerprint works together with
your passcode. When you restart your phone, or reset
your password, you still need to enter the passcode as
an additional security measure.

Touch ID can be used for unlocking your phone,
authenticating Apple Pay, and authenticating your
purchases on the iTunes store. You can choose to use
it for any or all of these tasks. Many apps also use
Touch ID to offer a convenient way to unlock individ-
ual apps. For example, 1Password (the password man-
ager discussed earlier in this chapter) offers a way to
unlock the app with Touch ID. So if you share an iPad
with your family members, you can let them use it for
games and movies without their being able to open
your password manager.

Android phones with fingerprint ID work in a sim-
ilar way. They use a secure part of the processor called
Trusted Execution Environment (TEE). As on Apple’s
devices, the data is stored in an encrypted state on
your phone. For both Apple and Android, when you
erase your phone (as you would do when selling it to
someone), your fingerprint data is wiped completely
from the device, along with everything else.

APPLE’S FACE ID

With the release of the iPhone X in November 2017,
Apple introduced Face ID—a facial recognition system
for unlocking your iPhone. It replaced Touch ID on the
iPhone X, which doesn’t have a home button.

Of course, when this was announced, there were
many questions about its security—from the public,
from journalists, and from security experts. Let’s look
at how it works in order to understand the security
situation.

The iPhone X has some special features in its
front-facing camera. When you look at your phone,
over 30,000 invisible dots are projected onto your
face, which are read by an infrared camera. From
there, the shape and structure of your face are sent
to the A11 Bionic chip in your iPhone, where they get
transformed into a mathematical model. This model is
stored and used for comparison each time you look at
your phone to unlock it.

If you choose to set up Face ID on your iPhone, you
are brought to a setup screen where you are asked to

turn your head around in a circle so that the camera
can take the first reading. The data gets stored in the
Secure Enclave chip on your phone. Your phone stores
only a mathematical representation of your face, not
a photograph. This data is encrypted and never leaves
your device. In addition, it is not backed up in iCloud
when you back up your phone.

Third-party apps that offer Face ID don’t get access
to the raw data model of your face. Instead, Face ID
tells the app whether your face matched or not. The
data is still safe in the Secure Enclave. This makes it
easy to use Face ID to open apps that you have locked
down individually, such as password managers or
banking apps.

Face ID works in the dark and in low light because
it uses an infrared camera. It also works when you
are wearing a hat or glasses (and most, but not all
sunglasses), or if you grow a beard or change your
hairstyle. It learns over time what your appearance is
since it updates the data each time you use Face ID.

Like Touch ID, Face ID doesn’t entirely replace
your passcode. It just reduces the number of times you
need to use it. You still need to enter your passcode in
certain situations, like when you restart your phone,
when it hasn’t been unlocked for more than forty-
eight hours, or after you’ve made five unsuccessful
attempts to use Face ID. You also need to enter your
password if you remotely lock your iPhone with Find
My iPhone (described earlier in this chapter). As you
can see, these are important features that increase the
security of your phone.

There is also a way to disable Face ID temporar-
ily. To do that, hold down either volume button at the
same time as the power button for about two seconds.
(This is easy to do by squeezing your phone, since the
buttons are on opposite sides. You could do this while
it’s in your pocket.) When the Power Off screen shows
up, hit the Cancel button. You’ll need to re-enter your
passcode the next time to turn Face ID back on. This
works the same way if you choose the Emergency SOS
slider that also shows on that screen (for calling 911
or other emergency services).

Experts are recommending that you turn off Face
ID (or never use it to begin with) if you are worried
about law enforcement having access to your phone if
you get arrested. In that situation, it is wise to turn off
Face ID right away (as described above) so that your
phone will be locked by a passcode instead. Courts
have ruled that police can force you to use fingerprints
to unlock your phone (and Face ID would presumably
fall into the same category), but they can’t force you to
give them your passcode. According to the ACLU, it’s
a Fifth Amendment issue. Giving over your passcode
is considered an act of testimony against yourself, but
biometric data is considered an act of identification
rather than an act of testimony.*!
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DECIDING WHETHER TO USE BIOMETRIC SECURITY

As with every security measure, nothing is completely
secure all the time and will eventually be cracked.
When new technologies like Touch ID and Face ID are
announced, many people try to crack them, putting
them through all kinds of extreme measures as a way
of stress-testing them. The first few times someone
cracks a new technology it gets a lot of media atten-
tion, with dramatic headlines. If you happen to see
those headlines, you may come to feel that nothing is
secure and no new technology is worth the risk.

Here’s an example that came out soon after Face
ID was available: “Hackers Say They’ve Broken Face
ID a Week after iPhone X Release,” by Andy Green-
berg, senior writer for WIRED.*> Greenberg makes
some good points. Since this break required detailed
measurements or a digital scan of the owner’s face,
taking about five minutes, this would be likely to hap-
pen in only a few situations—perhaps highly targeted
espionage and kidnapping, not the type of hacking
most iPhone owners would face.

When you are deciding whether to use Face ID or
Touch ID, consider the likelihood that one of these
risks will occur and the consequences to you if some
of your data gets exposed. Also consider the conve-
nience factor, since higher amounts of security are
usually less convenient. The chances of a dishonest
person grabbing an iPhone that you left behind some-
where with neither a passcode nor biometric security
are pretty high. It would be very easy to erase the
phone and sell it on eBay. So if using Touch ID or Face
ID makes it convenient enough for you to implement,
you are much better off.*

LEARNING MORE

To learn more about how biometric security works,
along with the ways it could possibly be hacked, see
“Biometric Authentication Overview, Advantages and
Disadvantages,” by Paul Cucu and available on Heim-
dal Security’s blog.** And to learn about other types of
biometrics, such as facial recognition of people in pub-
lic places, see “Face Recognition” on EFF’s website.*

Data Breaches and Identity Theft

Data Breaches

Data breaches are becoming more common these
days.*® This happens when criminals gain access to
private information such as usernames, passwords,
phone numbers, addresses, or social security numbers
by hacking into sites like retail stores, email provid-
ers, and credit bureaus.

Some of the most publicized breaches in recent
years include those of LinkedIn, Yahoo, and Equifax.*

These breaches very likely made the private data of
large numbers of users available on the black market
to be used by cybercriminals at any point in the future.

A good way to find out if your personal data
has been breached is to use the website Have I Been
Pwned? This site keeps track of known data breaches.
You can search by any username or email address that
you use for logging in to websites. It will show you if
that username has been released and which breaches
contained it. My own personal email address came up
in ten breaches, including LinkedIn, Adobe, and Tum-
blr. For each one, it will tell you when the breach hap-
pened, which data was released (usually passwords,
but sometimes other data), and other details about
the breach.

Have | Been Pwned?
https://haveibeenpwned.com

The site also has a Notify Me service where it will
email you with news of any new breaches that contain
your usernames. Have I Been Pwned? was created by
Troy Hunt, a security expert, for the benefit of the
general public.*®

If you find your data in the lists, make sure to
change your password on those sites and any other
sites where you use the same credentials. It’s common
for criminals to use the same lists to try to break into
many other sites, especially sites where they can spend
your money, like online retailers. They know that most
people use the same passwords on many sites.

Luckily, I've been using the password manager
1Password for several years, so I was using a unique
password for each site and had to update passwords
only for the sites that were breached. Of course I had
to remember to never use those passwords for other
services in the future.

To find interesting statistics on data breaches, see
the “Data Breaches” at the Privacy Rights Clearing-
house.* It maintains a chronology of breaches from
2005 to the present in order to assist with research on
breaches. It’s not an exhaustive list, since many orga-
nizations are not aware they’ve been breached and
also because laws vary by region on whether organi-
zations are required to report breaches.

The Privacy Rights Clearinghouse also has a use-
ful page called “What to Do When You Receive a Data
Breach Notice.”** It gives good advice and is a good
page to recommend to your library users whose data
has been breached.

Remember that even if your data was breached,
you won’t know if it was used until you are the victim
of some type of fraud. The next section discusses iden-
tity theft, looks at how common it is, and talks about
how to reduce the likelihood of it happening.
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Protecting Your Identity
HOW COMMON IS IDENTITY THEFT?

Stories about identity theft are frequently seen in
the news. But how common is it actually? When you
look into the statistics, you see large numbers, but it’s
important to know what’s behind the statistics.

Identity theft is often used as an umbrella term
for several different types of fraud: credit card fraud,
existing account takeover, new account creation, and
identity creation.” Credit card fraud is easily solved
by calling your bank, and often the banks notice
fraudulent charges before you do and issue you a new
card.>? Full-blown identity theft, where someone takes
out loans in your name, is true identity theft and is
more difficult to recover from.

All of these types of fraud are often lumped
together in statistics, making it hard to see how com-
mon full-blown identity theft actually is. A good
source for looking at these statistics in the United
States is the Bureau of Justice Statistics. It compiles
statistics every couple of years and breaks them down
in useful ways. From its 2014 report (the most recent
available at the time of this writing) you can learn
that about 7 percent of US residents (age sixteen or
older) were victims of some kind of identity theft in
2014.5% The numbers were similar in 2012. However,
the majority of those cases (86 percent) were of credit
card or bank account fraud.>* According to the same
report, less than 1 percent experienced the misuse of
personal information to open a new account or for
other fraud. There are a few other types of fraud bro-
ken down in the report, with many other interesting
details and statistics.>

So when you see stories like this one—“Identity
Fraud Hits Record Number of Americans in 2016,” by
Herb Weisbaum—notice that it uses statistics from a
study by Javelin Research that was paid for by Life-
Lock, a company that sells identity theft protection.>®
This study groups credit card fraud together with full-
fledged identity theft. It focuses on how much money
was lost (by banks, not individual consumers) and
the growth rate from previous years. For example,
it states, “Fraud leaps to a record high incidence—In
2016, 6.15 percent of consumers became victims of
identity fraud, an increase by more than 2 million vic-
tims from the previous year.”%”

So while identity theft is an increasing problem,
the majority of cases involve fraudulent use of credit
cards, which is something that is easy to recover
from quickly by contacting your bank. Luckily, we
have good consumer protection laws in the US, which
means that the most you can be held liable for in the
case of a stolen card is fifty dollars.>® Most banks will
waive this fee and pay any losses. And if you haven’t
lost the actual card but someone used your number,
you aren’t liable at all.

While it’s true that the number of victims of full-
blown identity theft is not a large percentage of the
population, it does happen, and you need to know
what to do if it does. For that, see the FTC’s Identity-
Theft.gov site, which offers useful advice.

IdentityTheft.gov
https://www.identitytheft.gov

BEST TYPES OF PROTECTION

According to Consumer Reports, it’s not worth paying
for identity protection services.> All these services do
is notify you when someone uses your identity. They
do nothing to prevent it. An easier (and free) way to
find this out is to set up alerts from your banks and
other accounts (credit cards, retirement accounts,
etc.). Every bank these days has an option to notify
you by email or text message when certain events
occur—such as withdrawals that are over an amount
that you would usually take out (you choose the
amount). Consumer Reports recommends monitoring
your accounts on a regular basis so that you can notify
your banks right away if you see fraudulent activity.®°

Security experts also recommend getting your
annual free copy of your credit report and reviewing
it to see if there is any false information that needs
to be corrected. You can do this easily at the web-
site  AnnualCreditReport.com (https://www.annual
creditreport.com).

If you find out that your information has been
compromised in a data breach, use the Federal Trade
Commission’s IdentityTheft.gov site. It will give you
advice on what to do, depending on the circumstances,
such as changing your password on the breached site
and other sites where you’ve used the same login
credentials.

Another thing you can do to protect your data is to
put a freeze on your credit bureau accounts. (The top
three bureaus in the US are Equifax, Experian, and
TransUnion). A freeze will keep a lender from drawing
your record. If you are planning to take out a car loan,
get a new credit card, or apply for any type of loan,
you can find out which bureau your lender is going
to use and temporarily unfreeze the account so the
lender can get your information. There is a fee associ-
ated with this action that ranges from five to twenty
dollars, depending on which state you live in.®* You
pay the fee separately for each bureau and for each
time you freeze or unfreeze your records. Experts rec-
ommend that if you don’t foresee applying for any
loans in the near future (or ever, especially if you are
elderly), you go ahead and freeze your records.

None of these measures is 100 percent fool-
proof, but they can make it more difficult for your
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information to be used for identity theft. And remem-
ber that in recent years, 7 percent of people in the
US have been victims of ID theft that includes credit
card fraud, and only 1 percent have been victims of
full-fledged identity theft. So when you see news sto-
ries with dramatic headlines, keep these numbers
in mind.
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