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DRM and the Law

Chapter 2

DRM Is Not Copyright

DRM is many things, but it is not copyright. Many still 
confuse the two. It isn’t uncommon to hear people 
ask—and this was especially the case in the early days 
of e-books and online piracy—why DRM is needed if 
we have copyright laws protecting the rights of authors 
and publishers. Don’t copyright laws prevent users 
from making unlawful copies? The simple answer is 
no, they don’t. If people want to make unlawful cop-
ies in digital environments and participate in spread-
ing piracy online, they can. Technologies available to 
them make it easy to do. DRM is there to ensure that 
they can’t, even if they want to.

Although DRM is often discussed in the context 
of technology, to be fully understood, DRM must be 
looked at from a multidisciplinary perspective, includ-
ing not just business implications and the publishers’ 
bottom line, but also legal implications. The fact is, 
DRM systems pose all kinds of complex legal prob-
lems, and the law, in many ways, has had to catch 
up with technology all over the world. This is owing 
largely to the fact that the internet has challenged 
the notion of rights in various fields—including lit-
erary, artistic, and scientific—from the start, and it 
has greatly influenced the management of intellec-
tual property rights. It is also necessary to remember 
here that e-books do not recreate the printed book in 
digital format; they remove three key rights granted 
to owners of purchased print books by law: first sale, 
personal archival storage, and annotation rights.1

Although it is often confused with copyright, DRM 
itself is not about protecting rights of content own-
ers. Instead, it is a vehicle by which those rights can 
be protected online. Copyright, on the other hand, is 
a form of an intellectual property right. (Intellectual 
property rights also include trademarks, patents, and 
industrial designs.) Copyright protection usually lasts 
for a number of years, depending on the country. In 
the United States and the European Union, for exam-
ple, copyright protection usually lasts until seventy 

years after the author’s death, after which their work 
goes into the public domain and anyone can do what 
they want with it, with hardly any restrictions, includ-
ing the selling, reselling, and even modifying.

So, while DRM is not copyright, DRM systems 
are modeled on copyright. Like DRM, copyright has 
always served several roles: to protect the author’s 
reputation (by not allowing anyone else to claim 
another person’s work); to preserve the document’s 
integrity (by ensuring the document isn’t altered or 
changed); and to properly preserve and archive docu-
ments and books for use by future generations.

DRM is therefore not an implementation of copy-
right laws, but a system for the protection of digital 
works, which explains why creators of DRM systems 
usually avoid references to copyright law in their prod-
ucts. A way to distinguish copyright law from DRM 
may be as follows: “Where copyright law is an expres-
sion of ‘everything that is not forbidden is permitted,’ 
DRM takes the approach of ‘everything that is not per-
mitted is forbidden.’ ”2 It is also unwise and inaccurate 
to think of DRM as a digital expression of copyright 
law. Instead, DRM is a digital expression of a license 
and thus “a specific agreement between named parties 
for particular, identified resources.”3 Another way to 
understand this is “DRM is the ‘digital management of 
rights’ and not the ‘management of digital rights.’”4

As we delve deeper into the matter of DRM and 
how it intersects with the law and government regula-
tion, we uncover a contradiction in the very notion 
of rights of users, which has contributed to creating 
more frustration and tension in various DRM-related 
controversies and led many to object to DRM-related 
laws worldwide. As Camp explained, “Ownership of 
the fruit of intellectual labor is now widely regarded 
as a human or cultural right. Freedom to access infor-
mation and privacy rights are also human rights.”5 
And as Zittrain pointed out in 2003, “We live today 
under two copyright regimes: the law on the one hand 
and the reality as experienced by the public on the 
other.”6 Various laws have been passed to protect the 
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rights of content owners in digital spaces. Some have 
succeeded and some have failed in their efforts to help 
remedy the situation and the ongoing tension between 
what content owners want and what the public wants.

Key Legislation

As Bechtold observed, “[T]here is a danger of over-
protection: questions of fair use and other limitations 
to traditional copyright law have to be addressed. If 
competition is not able to solve this tension between 
the interests of content providers and the interests of 
users or the society at large . . . it is the law that has 
to provide a solution.”7 And these solutions must be 
new, as protection by traditional copyright law plays 
only a minor role as a safety net in the world of digi-
tal content.8 Indeed, copyright laws have always been 
enforced to address the concerns of publishers and 
authors. Copyright law, specifically, gives the creator 
the exclusive right to publish a work, reproduce it, and 
approve derivative works (e.g., movies, translations, 
etc.). These rights are given to the author, not to the 
printer or seller. These rights always have a finite term. 
And violations of copyright law are treated as civil, not 
criminal, violations.9

To address the changing climate in digital envi-
ronments and after a great deal of lobbying by rights 
holders in the music, software, and entertainment 
industries—who have had significant influence in 
encouraging more restrictive legislation—various 
countries around the world have passed legislation 
in favor of copyright holders, reaffirming their full 
rights to their intellectual property. In 1998, the US 
Congress passed the Digital Millennium Copyright Act 
(DMCA), which makes circumvention of measures like 
DRM a civil offense, but when the circumvention is 
done for commercial purposes, it is a federal crime. 
This means that any copyright holder can sue anyone 
who violates DMCA. If, for example, an author or pub-
lisher comes across an illegal copy of their work, they 
may submit a DMCA takedown notice (often with help 
from a skilled lawyer).

Publishers have generally perceived DMCA as 
a major moral victory and a necessary step toward 
ensuring that users would think twice before engag-
ing in illegal downloading activities. Others have 
warned, however, that “one effect of the DMCA has 
been to narrow fair use rights further than the provi-
sions made in law by copyright holders.”10

One of the problems with DMCA has been that 
those who support it have failed to see that old rules 
applied to printed works would not work in the new 
age of digital sharing and access to information. This 
fact explains why DMCA has gone through some modi-
fications since it passed. In November 2006, for exam-
ple, it was revised to “exempt education, outmoded 

technology, and literary works distributed in e-books 
when all existing e-book editions of the work contain 
access controls that prevent the enabling either of the 
book’s read-aloud function or of screen readers that 
render the text into a specialized format.”11 Copyright 
lawyers have also expressed frustration with the dif-
ficult tasks of having to deal with parties in differ-
ent jurisdictions when working on DMCA takedown 
notices, since the sites they are trying to shut down 
pop up under different names, with new providers, in 
different geographic locations, producing a whack-a-
mole effect.

“The current legal environment in the United 
States is perceived by many to be skewed unfairly in 
favor of copyright holders. In addition to code-based 
restrictions imposed on users by DRM technology, 
further rights can be taken away through licenses 
and contracts, such as End User License Agreements 
(EULAs).”12 The European Union has made more prog-
ress than the United States in this regard, establish-
ing some fundamental consumer rights and acting 
“against companies that require EULAs with ‘uncon-
scionable’ terms.”13

In 2001, the European Union Copyright Directive 
required member states to enact provisions prevent-
ing the circumvention of technical protection mea-
sures. In 2009, some countries (led by France and the 
United Kingdom) passed the so-called “three-strikes 
anti-piracy” law (known as HADOPI), which autho-
rized suspending the internet access of pirates who 
ignored two warnings to quit.14 Several studies that 
examined the effects of the HADOPI law found con-
flicting results. One study found that the law caused 
a 22 to 25 percent increase in music sales in France,15 
but the study by Arnold and colleagues from the same 
year found that the law was ineffective both in pre-
venting digital piracy and in reducing the interest 
of users to practice piracy.16 The HADOPI law was 
revoked in 2013 when France’s Constitutional Council 
declared access to the internet a basic human right.17

In addition to copyright, Europeans also have 
something referred to as “moral rights.” Unlike copy-
right, which can be transferred from a person to a 
person, moral rights cannot. They always belong to 
the original creator and are divided into three groups: 
“(1) the right of attribution (the right to be recognized 
as the work’s creator); (2) the right of disclosure (the 
right to decide when and how a work is released); and 
(3) the right of integrity (the right to prevent a work 
from being changed without the creator’s approval).”18

The EU’s Copyright Directive (also known as Infor-
mation Society Directive) came into force to ensure “a 
well-functioning marketplace for the exploitation of 
works and other subject-matters, taking into account 
in particular digital and cross-border uses of protected 
content.”19 Its purpose is to extend existing European 
Union copyright law and is a component of the EU’s 
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Digital Single Market project. According to a Wiki-
pedia article, “the European Council (EC) describes 
their key goals with the Directive as protecting press 
publications; reducing the ‘value gap’ between the 
profits made by Internet platforms and by content cre-
ators; encouraging collaboration between these two 
groups, and creating copyright exceptions for text- 
and data- mining.”20 The directive has been supported 
by publishers and media groups, but, as expected, it 
was fiercely opposed by major tech companies, inter-
net users, and human rights advocates.

As the current legal landscape shows, legislative 
efforts have not been able to strike an acceptable-for-
all balance between protecting the rights of copyright 
holders and the rights of internet users. Tensions con-
tinue to exist between those who want strict regulation 
protecting copyright holders and those who insist that 
such legislation, in both the United States and Europe, 
serves to protect the interests of the few and continues 
to infringe human rights, which have clearly evolved in 
the era of digital information. Further, such legislation 
sometimes goes against technological advances and 
stifles progress of the companies that have introduced 
major innovations in a range of industries across the 
globe, helping them grow their businesses in ways they 
could not have imagined two decades ago.

It helps to remember here that content providers 
can protect themselves by the means of implementing 
DRM, but the protection of consumers and society at 
large still depends on the law. Therefore, copyright 
law may need to be transformed from legislation that 
protects creators to a consumer-protection statute. As 
Lawrence Lessig put it: “The problem will center not 
on copy-right but on copy-duty—the duty of owners of 
protected property to make that property accessible.”21 
This, of course, raises questions: Has intellectual 
property, such as books and other “containers” hold-
ing human knowledge, been accessible to users online 
in adequate measure and in line with the demands of 
the society we live in? Have users been given a fair 
number of options and choices? What should their 
rights—legal and moral—be moving forward? Just 
how much information should be given to them with 
no restriction? These and similar questions lead to no 
easy answers, certainly not in ways that please every 
side of the DRM and digital piracy debate.
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