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Abstract

Digital rights management. Anyone who has in any 
way dealt with digital content in the past two decades 
has come across this term. It is talked about and writ-
ten about in the context of all content disseminated 
digitally—books, films, music, and video games. It is 
the topic at every library and digital publishing con-
ference and the subject of countless scholarly articles 
dedicated to trying to understand its impact. This 
issue of Library Technology Reports (vol. 56, no. 1), 
“Digital Rights Management and Books,” discusses 
digital rights management (DRM) in the context of 
books—popular and academic—and all who are part 
of the publishing ecosystem, including authors, read-
ers, publishers, educators, researchers, librarians, and 
information scientists. Its aim is to provide a thorough 
analysis of what DRM is, what its main purpose is, 
what its legal implications are, who it affects, how it 
works, why it matters, why some believe it has done 
more harm than good for books and authors as well 
as libraries, what its challenges remain to this day, 
what may be possible solutions to those challenges, 
and what the future holds for DRM, including both 
those who support it (usually publishers) and those 
who vehemently oppose it (usually readers and librar-
ians). Lastly, this report points to new ways in which 
DRM can be approached in the future and ways in 
which piracy and illegal online activities can be over-
come more successfully.
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Chapter 1

Introduction

Definition of DRM

What exactly is digital rights management (DRM)? 
Put simply, it is a way to protect digital books (and 
digital content in general) made available for con-
sumption online to people who wish to buy e-versions 
of books (or other content) on various sites or access 
them through library platforms. The most basic defi-
nition of DRM is that it is a code—or a set of codes—
used to control access to digital content and the ways 
in which those who access it may use the content. The 
aim is to encourage users to use e-book files lawfully, 
moving them away from illegal activities, such as 
online piracy. The term first appeared in the 1990s, 
when it was used to represent new technologies that 
were utilized to enforce the rights of content owners. 
And these technologies were encouraged by the com-
panies in the business of selling intellectual property. 
First DRM was applied to the performing arts—film, 
TV, and music (since they were the first to face prob-
lems with illegal downloading activities online)—
then audio CDs, then internet music, then computer 
games, then academic journals, and, finally, e-books.1

In the world of digital publishing and e-books, it 
helps to think of DRM in terms of the core differ-
ence between what it means to buy a physical copy 
of a book and what it means to buy (or access) an 
e-book. When consumers buy a print book, they are 
buying the actual physical object, which belongs to 
them in perpetuity. When consumers buy an e-book, 
however, they are purchasing a license granting cer-
tain rights of access. The purchaser of an e-book does 
not buy it to own it in perpetuity and cannot do with 
it what they want. For example, the purchaser can-
not lend it to a friend by sending it to the friend’s 
device or move it from one device to another. Often, 
the purchaser cannot even use functions such as Print 
or Copy. These restrictions are put in place by DRM 
technologies. DRM can, therefore, also be described 
as encryption applied to an e-book in order to control 
what users do with it, all in an effort to give authors, 
publishers, and copyright holders peace of mind 

that their intellectual property will not be infringed 
online.

Key goals of DRM are to ensure continued revenue 
streams for publishers and authors, to protect books 
from piracy (which many have feared would dent print 
sales), to enable tracking of those engaging in illegal 
copying or downloading, and to limit what users can 
do with content beyond merely reading it. Almost any-
one in the business of producing, packaging, distribut-
ing, or selling e-books is affected by the presence (or 
absence) of DRM, in either positive or negative ways, 
including, among others, the following:2

• content creators (Authors want to protect their 
intellectual property and limit damage that may 
be associated with piracy.)

• the content industry (Publishers want to protect 
intellectual property. They prefer and encourage 
government regulation and do not support laws 
associated with fair use. Their incentive is not to 
lose sales due to piracy.)

• consumers (Those who read e-books do not want 
to be restricted in how they use them; readers 
advocate fair use and do not want to be treated as 
potential criminals.)

• the hardware industry (Companies that produce 
devices for use of digital content—such as tablets, 
laptops, and mobile phones—want to balance pri-
vacy, fair use, and copyright protection and pre-
fer market-driven rather than government-driven 
solutions.)

• the software industry (Companies whose products 
are used for the production and distribution of 
digital content want to balance copyright protec-
tion, privacy, and fair use; their perspectives are 
similar to those of authors and publishers.)

• retailers (Online stores that sell digital content 
must balance interests of content providers on the 
one side and their customers on the other.)

• public interest groups (Groups such as Electronic 
Frontier Foundation and Electronic Privacy Infor-
mation Center are against government regulations 

http://alatechsource.org
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and combat technology solutions restricting users 
and threatening user rights.)

• libraries (Libraries’ main mission is to provide 
free access to information and encourage reading 
and literacy. Libraries are concerned with protect-
ing the privacy of patrons and tend to be against 
excessive technological and legal control while 
also wanting to respect the rights of content cre-
ators. Further, libraries want to consider the con-
cerns of both their patrons and content owners).

How DRM Works

There are many options available to authors, pub-
lishers, and retailers looking to protect e-books and 
other content before selling them in digital format. 
DRM controls how uploading and downloading of 
books happens online, how they are accessed and 
purchased, and how they may be lent through librar-
ies. In whatever shape or form e-books are found and 
consumed—whether bought through online retailers, 
accessed through various subscription services, or 
read via local libraries—DRM can always be used to 
protect the content inside the files from leaking out 
and being vulnerable to illegal sharing and reselling.

Technically speaking, DRM is implemented to con-
trol three things related to e-books: (1) access, (2) use, 
and (3) distribution. “Access” refers to how users or 
readers obtain the content inside an e-book file (e.g., 
PDF, ePub file); “use” refers to what users can do with 
content once they have accessed it; “distribution” 
refers to how that content may be shared or passed on 
to others. Restriction of access is usually the first step. 
Even if a user can access a file without much hassle by 
either downloading or simply opening it, there is usu-
ally a second layer of protection, which is where the 
control of use comes into play. One can access a digital 
file but may not be able to do a lot with it other than to 
read it. (This is usually the case with e-books found in 
subscription platforms like Scribd or accessed through 
library platforms like OverDrive.)

It is precisely the use and distribution parts of 
DRM that have been the central point of discussions, 
confusion, frustration, and even new legislation in 
recent years. This is mostly because DRM can accom-
plish far more than users realize—all in an ongoing 
effort by publishers and content providers to keep 
people interested in buying e-books and to discourage 
them from sharing files, which modern-day technolo-
gies make remarkably easy to do. For these reasons, 
DRM does not just control what users can do while 
using content, it can also retroactively restrict privi-
leges after purchase. This fact points to what is per-
haps the key difference between print books and digi-
tal books in the context of ownership: once purchased, 
print books belong to the owner forever. E-books, on 

the other hand, do not. DRM ensures that digital con-
tent is only licensed to the user, so there is no such 
thing as an outright purchase of an e-book. This is 
why e-books can also expire. (This is usually the 
case with e-book lending services in public libraries.) 
They can also suddenly disappear from a device even 
after being purchased, as in the now-infamous 2009 
case of Amazon remotely deleting purchased copies 
of George Orwell’s 1984 and Animal Farm for thou-
sands of Kindle customers because, as reported by the 
New York Times, those books were added to the Kindle 
store by a company that did not have rights to them, 
using a self-service function, so Amazon was forced to 
remove them to avoid potential legal problems.3

Books with DRM often cannot be printed or copied 
in any way, or, in some cases, a user may copy a text 
a limited number of times. (A good example is the 
use of academic titles in libraries, where publishers 
allow more flexibility for students and researchers for 
educational purposes.) E-books also cannot be format-
ted or reformatted (i.e., converted to different files) or 
altered. Specific features can sometimes be removed, 
too, without readers being notified in advance. A good 
example was Amazon’s 2009 removal (or blocking) of 
text-to-speech (TTS) privileges for certain e-books 
purchased on the Kindle 2 owing to the pressure of the 
Authors Guild.4 At the time, the Authors Guild argued 
that Amazon could not sell an e-book as “an ebook 
and an audio book rolled into one,” which is what the 
TTS features enabled Amazon to do without paying 
extra for audio rights. The Authors Guild insisted that 
audio rights for a book were different from reading 
rights, “even if the audio is provided by a software 
robot.”5 Amazon eventually caved to the pressure and 
criticism by the book industry and removed the fea-
ture for the titles for any publisher that opposed to it, 
again leaving readers who purchased those titles the 
last to know and with no say in the matter.

DRM can also track user activities, including 
viewing, browsing, reading, and listening. Thanks to 
DRM encryption, companies that distribute e-books 
or make them available for consumption know with 
great precision how users consume them, which can 
help the companies gain valuable insights into user 
behavior in various markets. This, of course, imme-
diately raises concerns related to reader privacy and 
the Big Brother traits of DRM. The argument for track-
ing here is that such information can be collected in 
aggregate so that it is beneficial to publishers and 
content providers without the identity of users being 
revealed. Recent legislation, particularly the passing 
of the GDPR law in the European Union, have made it 
more difficult for companies to use user information 
irresponsibly and without users’ consent.

DRM systems can therefore secure e-books in two 
ways: the first is containment (discussed thus far), 
and the second is marking—the practice of placing a 
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watermark, flag, or XrML (eXtensible rights Markup 
Language) tag on content as a signal to a device that 
the content is protected. Some systems combine the 
two approaches.6

DRM systems can also be perceived as ranging 
from active to passive. “Active” DRM refers to, for 
example, tying e-books to specific e-readers, such as 
Amazon tying its e-books to Kindle, thus forcing read-
ers to buy e-books from the same company that sells 
them the reading device. “Passive” DRM includes, for 
example, “watermarking” a digital file with the pur-
chaser’s name and address so that if content owners 
come across pirated versions of e-books online, they 
are able to track them back to the original purchas-
ers. When a watermark is detected, companies that 
specialize in tracking it (e.g., Digimarc, Booxtream) 
provide the unique identifier to the publisher (which 
works with such companies to protect e-books) to 
match it against transaction records. In other words, 
the watermark can be tracked back to the exact copy 
that was used to create the illegal copy. This type of 
passive DRM is called “social DRM,” and the most 
famous example of its use is the digital versions of 
J. K. Rowling’s Harry Potter books (published by 
Pottermore).

Watermarking can be used not only to prove legit-
imate ownership, but also to ensure that the integrity 
of the original work is preserved so that proper attri-
bution is given where it is due. In other words, water-
marking is also used to attach the right author to the 
right work permanently. Owing to DRM encryption, 
any e-book can be recognized or persistently identi-
fied, even if ownership changes. One way to accom-
plish this is by embedding numbering schemes, such 
as ISBNs (for books) and ISSNs (for journals), into files. 
It is common to see watermarks on PDF files down-
loaded from licensed databases, for example, or rights 
information may be embedded in the file’s metadata.

* * *

There are three key players in the market of sell-
ing and distributing e-books: Amazon, Apple, and 
Adobe. Amazon and Apple have very brand-centric 
approaches to DRM. Amazon for Kindle locks all 
e-books sold on its website to Kindle devices or apps 
using Amazon’s own DRM. When buying an e-book 
from Amazon, users are buying the license to read 
a digital version of the title on Amazon’s Kindle. To 
ensure the e-book is read by only one reader, Ama-
zon’s DRM code matches the user’s Kindle device (or 
the Kindle app). Apple’s DRM system is called Fair-
Play, and it applies only to e-books sold in Apple Books 
(formerly iBooks). Adobe’s DRM scheme, called Adobe 
Digital Experience Protection Technology (ADEPT), 

is used on many third-party readers, such as vari-
ous Android devices, but not Kindles. E-books with 
ADEPT can also be accessed through Adobe’s own 
Adobe Digital Editions (ADE). ADEPT requires a per-
son to install ADE on different devices. The user can 
then read an e-book on all of these devices if they log 
in with the ID connected to the book.

Benefits and Drawbacks

As with any technology, there are noteworthy bene-
fits as well as unfortunate drawbacks to implementing 
DRM in digital books and other content. As a result, 
DRM has been under constant scrutiny by academ-
ics and industry insiders for years, increasingly point-
ing to its ineffectiveness. Many have suggested that 
the various restrictions imposed by DRM on use have 
led to the stagnation of the popularity of e-books in 
the consumer market. Apart from the fact that users 
still prefer print books over e-books when reading for 
pleasure (versus when conducting research), various 
DRM-related limits placed on e-books have contrib-
uted further to the overall decline in e-book sales in 
recent years and a disappointing user experience all 
around. According to a survey conducted by the Pew 
Research Center in January 2018, only 7 percent of 
Americans read digital books exclusively, while 39 
percent read print books, and 29 percent read both 
print and digital.7

Despite declining e-book sales in the consumer 
market and frustrations of users, most publishers 
still maintain that DRM is vital to protect the rights 
granted to them by law to control how content is 
sold, copied, repurposed, modified, and publicly per-
formed.8 Therefore, they continue to support it and 
implement it. Generally speaking, the main benefits 
of DRM are as follows:

• It fights (or is supposed to fight) copyright 
infringement (or piracy).

• It enables content owners to track each pirated 
file to the original source that was used for illegal 
copying.

• It helps the copyright holder maintain the integ-
rity of the original work. (DRM’d works cannot be 
edited or altered.)

• It ensures that proper attribution is assigned to 
each work (so that regardless of who owns the 
file, it is encrypted with correct information 
about the work’s author).

• It can accurately track reading activities (without 
invading reader privacy), thus giving valuable 
insight into how books are consumed. (Selling 
print copies has never given publishers insight 
into how much the books they publish are read, 
where, and what parts exactly.)

http://alatechsource.org
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• It can help geo-locate content (so that, for exam-
ple, if a book is open for free reading only in cer-
tain territories, DRM can restrict availability of 
the book in other territories by relying on the pre-
cision of GPS coordinates or IP addresses).

Despite these advantages, the adverse effects of 
DRM have been the topic of countless studies in the 
past decade, many of which have stated that DRM 
has failed not only the publishing industry, but also 
all others in the book ecosystem, including authors, 
scholars, educators, and, most of all, readers, and why 
so many have advocated against it. Some of those 
drawbacks include the following:

• the unfair treatment of legitimate readers (those 
who purchase e-books through online retailers or 
access e-books through libraries)

• draconian measures that forbid users from doing 
anything other than read the files, which they 
don’t own to begin with

• the Big Brother effect of DRM, which allows vari-
ous companies to know exactly who reads what, 
where, and how and to manipulate what can be 
done with files without a user’s consent (e.g., dele-
tion of files, removal of certain features, water-
marking files with purchaser’s names, etc.)

• perhaps most relevant, the growing evidence that 
DRM has not been able to combat piracy to any 
significant extent (Combatting piracy, ironically, 
was the main reason for DRM’s existence. DRM 
may have, in fact, led to its upsurge.)

To better understand why DRM has not lived up 
to early expectations—to prevent piracy so that the 
publishing industry would not go through the same 
problems faced by the music industry with illegal file 
sharing services like Napster in the 1990s—it helps to 
take a closer look at the DRM narrative from various 
angles, not only from the angle of concerned authors 
and publishers. These include the viewpoints of the 
following:

• legitimate consumers (how DRM restrictions have 
affected their overall experience of reading files 
digitally) and consumers who continue to pirate 
e-books (how and why they continue to do it in 
staggering numbers)

• publishers and authors who do not support the 
use of DRM (and why they offer their books to the 
public with no DRM protection)

• libraries (whose main mission is to promote 
reading and literacy, which are concerned with 
protecting privacy of patrons, which tend to be 
against excessive technological and legal control 
while also wanting to respect the rights of con-
tent creators, and which, usually being stuck in 

the middle, want to consider the concerns of both 
content owners and patrons)

• industry leaders and organizations that advocate 
DRM-free content and have encouraged the book 
industry to move beyond DRM by suggesting 
initiatives, products, and new ways of thinking 
about e-books

Only when we can better understand DRM from 
various perspectives and gather enough evidence that 
points to its ineffectiveness in combating piracy can 
we propose new ways of ensuring that books can still 
be published in a way that does not harm those who 
produce them (authors and publishers), while at the 
same time not sabotaging the experience of those who 
consume them (readers and researchers).

Book publishers continue to implement DRM in 
their e-books and other digital files primarily because 
they do not want to go through the well-documented 
struggles of the music industry, which, back in the 
1990s, produced CDs without coating them with DRM 
and allowed people to burn their own CDs (make cop-
ies), resulting in serious loss of sales revenue, which 
has taken a lot of time, effort, and creativity to recoup. 
According to Priti Trivedi, three major lessons have 
been learned from the music industry’s DRM struggles: 
the importance of content providers (1) communicat-
ing with consumers to manage their expectations,  
(2) providing content that can be used on various 
devices; and (3) being willing to adapt to new models 
of dissemination and content control.9 Although book 
publishers remain cautious about new models and 
new ways of thinking, and many remain uncoopera-
tive when it comes to loosening DRM restriction look-
ing back to the beginnings of e-books two decades ago, 
book publishers have made great strides in regard to all 
three of these lessons, and despite the bumpy ride and 
the fact that much work remains to be done, progress 
has been made.
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DRM and the Law

Chapter 2

DRM Is Not Copyright

DRM is many things, but it is not copyright. Many still 
confuse the two. It isn’t uncommon to hear people 
ask—and this was especially the case in the early days 
of e-books and online piracy—why DRM is needed if 
we have copyright laws protecting the rights of authors 
and publishers. Don’t copyright laws prevent users 
from making unlawful copies? The simple answer is 
no, they don’t. If people want to make unlawful cop-
ies in digital environments and participate in spread-
ing piracy online, they can. Technologies available to 
them make it easy to do. DRM is there to ensure that 
they can’t, even if they want to.

Although DRM is often discussed in the context 
of technology, to be fully understood, DRM must be 
looked at from a multidisciplinary perspective, includ-
ing not just business implications and the publishers’ 
bottom line, but also legal implications. The fact is, 
DRM systems pose all kinds of complex legal prob-
lems, and the law, in many ways, has had to catch 
up with technology all over the world. This is owing 
largely to the fact that the internet has challenged 
the notion of rights in various fields—including lit-
erary, artistic, and scientific—from the start, and it 
has greatly influenced the management of intellec-
tual property rights. It is also necessary to remember 
here that e-books do not recreate the printed book in 
digital format; they remove three key rights granted 
to owners of purchased print books by law: first sale, 
personal archival storage, and annotation rights.1

Although it is often confused with copyright, DRM 
itself is not about protecting rights of content own-
ers. Instead, it is a vehicle by which those rights can 
be protected online. Copyright, on the other hand, is 
a form of an intellectual property right. (Intellectual 
property rights also include trademarks, patents, and 
industrial designs.) Copyright protection usually lasts 
for a number of years, depending on the country. In 
the United States and the European Union, for exam-
ple, copyright protection usually lasts until seventy 

years after the author’s death, after which their work 
goes into the public domain and anyone can do what 
they want with it, with hardly any restrictions, includ-
ing the selling, reselling, and even modifying.

So, while DRM is not copyright, DRM systems 
are modeled on copyright. Like DRM, copyright has 
always served several roles: to protect the author’s 
reputation (by not allowing anyone else to claim 
another person’s work); to preserve the document’s 
integrity (by ensuring the document isn’t altered or 
changed); and to properly preserve and archive docu-
ments and books for use by future generations.

DRM is therefore not an implementation of copy-
right laws, but a system for the protection of digital 
works, which explains why creators of DRM systems 
usually avoid references to copyright law in their prod-
ucts. A way to distinguish copyright law from DRM 
may be as follows: “Where copyright law is an expres-
sion of ‘everything that is not forbidden is permitted,’ 
DRM takes the approach of ‘everything that is not per-
mitted is forbidden.’ ”2 It is also unwise and inaccurate 
to think of DRM as a digital expression of copyright 
law. Instead, DRM is a digital expression of a license 
and thus “a specific agreement between named parties 
for particular, identified resources.”3 Another way to 
understand this is “DRM is the ‘digital management of 
rights’ and not the ‘management of digital rights.’”4

As we delve deeper into the matter of DRM and 
how it intersects with the law and government regula-
tion, we uncover a contradiction in the very notion 
of rights of users, which has contributed to creating 
more frustration and tension in various DRM-related 
controversies and led many to object to DRM-related 
laws worldwide. As Camp explained, “Ownership of 
the fruit of intellectual labor is now widely regarded 
as a human or cultural right. Freedom to access infor-
mation and privacy rights are also human rights.”5 
And as Zittrain pointed out in 2003, “We live today 
under two copyright regimes: the law on the one hand 
and the reality as experienced by the public on the 
other.”6 Various laws have been passed to protect the 
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rights of content owners in digital spaces. Some have 
succeeded and some have failed in their efforts to help 
remedy the situation and the ongoing tension between 
what content owners want and what the public wants.

Key Legislation

As Bechtold observed, “[T]here is a danger of over-
protection: questions of fair use and other limitations 
to traditional copyright law have to be addressed. If 
competition is not able to solve this tension between 
the interests of content providers and the interests of 
users or the society at large . . . it is the law that has 
to provide a solution.”7 And these solutions must be 
new, as protection by traditional copyright law plays 
only a minor role as a safety net in the world of digi-
tal content.8 Indeed, copyright laws have always been 
enforced to address the concerns of publishers and 
authors. Copyright law, specifically, gives the creator 
the exclusive right to publish a work, reproduce it, and 
approve derivative works (e.g., movies, translations, 
etc.). These rights are given to the author, not to the 
printer or seller. These rights always have a finite term. 
And violations of copyright law are treated as civil, not 
criminal, violations.9

To address the changing climate in digital envi-
ronments and after a great deal of lobbying by rights 
holders in the music, software, and entertainment 
industries—who have had significant influence in 
encouraging more restrictive legislation—various 
countries around the world have passed legislation 
in favor of copyright holders, reaffirming their full 
rights to their intellectual property. In 1998, the US 
Congress passed the Digital Millennium Copyright Act 
(DMCA), which makes circumvention of measures like 
DRM a civil offense, but when the circumvention is 
done for commercial purposes, it is a federal crime. 
This means that any copyright holder can sue anyone 
who violates DMCA. If, for example, an author or pub-
lisher comes across an illegal copy of their work, they 
may submit a DMCA takedown notice (often with help 
from a skilled lawyer).

Publishers have generally perceived DMCA as 
a major moral victory and a necessary step toward 
ensuring that users would think twice before engag-
ing in illegal downloading activities. Others have 
warned, however, that “one effect of the DMCA has 
been to narrow fair use rights further than the provi-
sions made in law by copyright holders.”10

One of the problems with DMCA has been that 
those who support it have failed to see that old rules 
applied to printed works would not work in the new 
age of digital sharing and access to information. This 
fact explains why DMCA has gone through some modi-
fications since it passed. In November 2006, for exam-
ple, it was revised to “exempt education, outmoded 

technology, and literary works distributed in e-books 
when all existing e-book editions of the work contain 
access controls that prevent the enabling either of the 
book’s read-aloud function or of screen readers that 
render the text into a specialized format.”11 Copyright 
lawyers have also expressed frustration with the dif-
ficult tasks of having to deal with parties in differ-
ent jurisdictions when working on DMCA takedown 
notices, since the sites they are trying to shut down 
pop up under different names, with new providers, in 
different geographic locations, producing a whack-a-
mole effect.

“The current legal environment in the United 
States is perceived by many to be skewed unfairly in 
favor of copyright holders. In addition to code-based 
restrictions imposed on users by DRM technology, 
further rights can be taken away through licenses 
and contracts, such as End User License Agreements 
(EULAs).”12 The European Union has made more prog-
ress than the United States in this regard, establish-
ing some fundamental consumer rights and acting 
“against companies that require EULAs with ‘uncon-
scionable’ terms.”13

In 2001, the European Union Copyright Directive 
required member states to enact provisions prevent-
ing the circumvention of technical protection mea-
sures. In 2009, some countries (led by France and the 
United Kingdom) passed the so-called “three-strikes 
anti-piracy” law (known as HADOPI), which autho-
rized suspending the internet access of pirates who 
ignored two warnings to quit.14 Several studies that 
examined the effects of the HADOPI law found con-
flicting results. One study found that the law caused 
a 22 to 25 percent increase in music sales in France,15 
but the study by Arnold and colleagues from the same 
year found that the law was ineffective both in pre-
venting digital piracy and in reducing the interest 
of users to practice piracy.16 The HADOPI law was 
revoked in 2013 when France’s Constitutional Council 
declared access to the internet a basic human right.17

In addition to copyright, Europeans also have 
something referred to as “moral rights.” Unlike copy-
right, which can be transferred from a person to a 
person, moral rights cannot. They always belong to 
the original creator and are divided into three groups: 
“(1) the right of attribution (the right to be recognized 
as the work’s creator); (2) the right of disclosure (the 
right to decide when and how a work is released); and 
(3) the right of integrity (the right to prevent a work 
from being changed without the creator’s approval).”18

The EU’s Copyright Directive (also known as Infor-
mation Society Directive) came into force to ensure “a 
well-functioning marketplace for the exploitation of 
works and other subject-matters, taking into account 
in particular digital and cross-border uses of protected 
content.”19 Its purpose is to extend existing European 
Union copyright law and is a component of the EU’s 
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Digital Single Market project. According to a Wiki-
pedia article, “the European Council (EC) describes 
their key goals with the Directive as protecting press 
publications; reducing the ‘value gap’ between the 
profits made by Internet platforms and by content cre-
ators; encouraging collaboration between these two 
groups, and creating copyright exceptions for text- 
and data- mining.”20 The directive has been supported 
by publishers and media groups, but, as expected, it 
was fiercely opposed by major tech companies, inter-
net users, and human rights advocates.

As the current legal landscape shows, legislative 
efforts have not been able to strike an acceptable-for-
all balance between protecting the rights of copyright 
holders and the rights of internet users. Tensions con-
tinue to exist between those who want strict regulation 
protecting copyright holders and those who insist that 
such legislation, in both the United States and Europe, 
serves to protect the interests of the few and continues 
to infringe human rights, which have clearly evolved in 
the era of digital information. Further, such legislation 
sometimes goes against technological advances and 
stifles progress of the companies that have introduced 
major innovations in a range of industries across the 
globe, helping them grow their businesses in ways they 
could not have imagined two decades ago.

It helps to remember here that content providers 
can protect themselves by the means of implementing 
DRM, but the protection of consumers and society at 
large still depends on the law. Therefore, copyright 
law may need to be transformed from legislation that 
protects creators to a consumer-protection statute. As 
Lawrence Lessig put it: “The problem will center not 
on copy-right but on copy-duty—the duty of owners of 
protected property to make that property accessible.”21 
This, of course, raises questions: Has intellectual 
property, such as books and other “containers” hold-
ing human knowledge, been accessible to users online 
in adequate measure and in line with the demands of 
the society we live in? Have users been given a fair 
number of options and choices? What should their 
rights—legal and moral—be moving forward? Just 
how much information should be given to them with 
no restriction? These and similar questions lead to no 
easy answers, certainly not in ways that please every 
side of the DRM and digital piracy debate.
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DRM and Consumers

Early Frustrations

Since the very beginnings of DRM and digital protec-
tion of e-books, users have expressed frustrations with 
their experience reading and navigating digital files. 
Many have been publicly vocal about why DRM has 
in many ways challenged their human right to access 
information online. The list of reasons why users have 
been frustrated with DRM and anti-piracy measures 
is long and has been covered in many academic stud-
ies over the years. Key frustrations include, among 
others:

• Lack of interoperability and standards among 
dedicated players (owing to proprietary DRM 
technologies by companies such as Amazon and 
Apple)

• Confusion as to what users can and cannot do 
with digital files

• Lack of transparency on the part of content pro-
viders who do not make users aware when they 
need to make changes, remove features, and so on

• Inability to use digital books effectively for 
research (as limits are placed on activities such as 
copying and printing, which frustrates both stu-
dents and faculty)

• Inability to copy files for backup purposes (in case 
a user wants to switch devices)

• Loss of privacy (DRM technologies can collect, 
store, and share user data, including user’s loca-
tion, timing (i.e. when a user accesses content), 
gender, age, and IP address. Although analytics 
companies often insist that they do not collect 
personal information, “the practice of collecting 
a device’s unique identifier means that they are 
able to track users over time. Unlike cookies, this 
is built into the device and cannot be cleared.”1 
Further, implementation of DRM could lead to a 
society in which access to information is condi-
tioned upon revealing one’s identity.2)

• Disrespect for users with disabilities (This refers 

to the text-to-speech function, which many pub-
lishers won’t always allow sellers of e-books to 
embed in e-book files.)

• No guarantee of access to content in perpetu-
ity (e.g., Amazon reserves the right in its license 
agreement with users to change the Kindle terms 
of service at any time, and it has certainly done so 
on more than one occasion.)

• Inability to ever own any digital content (Files may 
only be accessed but never owned in perpetuity.)

• IP measures that are not good for users in less 
developed countries (Academics in those coun-
tries don’t have access to expensive academic 
books via their libraries and institutions and, as a 
result, end up creating less marketable knowledge 
and content overall.3)

• Users feeling that they are being treated as crimi-
nals even when they legitimately purchase an 
e-book (Indeed, at the core of DRM implementa-
tion lies the troubling notion that the reader may 
be a potential criminal.)

• Discomfort with living in a surveillance society 
and a world in which all facts are owned (By 
limiting common assets, “we might soon enter 
a world in which all facts, and all collections of 
facts, are presumptively owned.”4)

For these and many other reasons, users worldwide 
have expressed dissatisfaction with how publishers 
and content providers have made e-books available to 
them. But not all publishers and industry leaders dis-
agreed with them. A handful of forward-thinking pub-
lishers as early as the 2000s did not think piracy and 
file sharing would present the problems that most other 
publishers anticipated. In fact, some trade publishers 
(now seen as early adopters) have been embracing the 
concept of DRM-free e-books from the very beginning, 
including some technology publishers, such as O’Reilly 
Media, Microsoft Press, and Manning; some romance 
fiction publishers, such as Carina Press and Ellora’s 
Cave; and some science fiction and fantasy publishers, 

Chapter 3

http://alatechsource.org


14

Li
b

ra
ry

 T
ec

h
n

o
lo

g
y 

R
ep

o
rt

s 
al

at
ec

hs
ou

rc
e.

or
g 

Ja
n

u
ar

y 
20

20

Digital Rights Management and Books Mirela Roncevic

such as ChiZine, Tor Books, and Baen Books. Such pub-
lishers were aware of piracy early on but did not think 
it posed serious threat, so they did not invest their time 
and resources in trying to combat it (like most others).

In his now-seminal essay, “Piracy Is Progres-
sive Taxation, and Other Thoughts on the Evolution 
of Online Distribution,”—published in 2002 but still 
relevant today and often quoted by innovators and 
scholars alike—publisher and innovator Tim O’Reilly 
offered several key thoughts related to piracy that still 
resonate eighteen years later, including, among oth-
ers, the following:5

• “Obscurity is a far greater threat to authors and 
creative artists than piracy.” (“More than 100,000 
books are published each year . . . yet fewer than 
10,000 of those new books have any significant 
sales, and only a hundred thousand or so of all 
the books in print are carried in even the largest 
stores.” This hasn’t changed in 2019; if anything, 
the marketplace has grown and made it even 
more difficult for authors’ work to get noticed in 
the sea of literature published each year.)

• “Piracy is progressive taxation.” (“For all of these 
creative artists, most laboring in obscurity, being 
well enough known to be pirated would be a 
crowning achievement.” Piracy “may shave a few 
percentage points off the sales of well-known art-
ists . . . in exchange for massive benefits to the far 
greater number for whom exposure may lead to 
increased revenues.” Here O’Reilly refers to very 
few books and authors receiving all the promo-
tion, as publishers’ PR budgets are not and have 
never been distributed evenly.)

• “Customers want to do the right thing, if they 
can.” (“We’ve found little or no abatement of sales 
of printed books that are also available online.” 
Those who don’t respond to requests to take 
down content tend to be on servers in countries 
where “books are not available for sale or are far 
too expensive for local consumers to buy.” Here, 
O’Reilly refers to the books from his own publish-
ing company, O’Reilly Media, which specializes in 
computer and technology books.)

• “Shoplifting is a bigger threat than piracy.” 
(“Those who are putting up CDs for sale on eBay 
containing PDF or HTML copies of dozens of books 
are in fact practicing piracy—organized copying 
of content for resale. . . . We see no need for stron-
ger copyright laws, or strong Digital Rights Man-
agement software, because existing law allows 
us to prosecute the few deliberate pirates.” Here 
O’Reilly reminds publishing colleagues to keep a 
healthy perspective on the actual impact of “real” 
piracy, which should refer only to those reselling 
unlawful copies.)

• “File sharing networks don’t threaten book, 

music, or film publishing. They threaten exist-
ing publishers.” (“The question before us is not 
whether technologies such as peer-to-peer file 
sharing will undermine the role of the creative 
artist or the publisher, but how creative artists 
can leverage new technologies to increase the vis-
ibility of their work. For publishers, the question 
is whether they will understand how to perform 
their role in the new medium before someone else 
does.” Here O’Reilly is inviting existing publish-
ers to think outside the box before new kinds of 
publishers do it for them.)

Two years later, in 2004, writer Cory Doctorow 
gave an entertaining speech about DRM to Microsoft’s 
Research Group at its Redmond offices, in which he 
stated he was on a mission to convince everyone the 
following:6

• DRM doesn’t work (because all DRM systems 
“share a common vulnerability: they provide their 
attackers with ciphertext, the cipher and the key. 
At this point, the secret isn’t a secret anymore.”)

• DRM is bad for society. (“Keeping an honest user 
honest is like keeping a tall user tall. DRM ven-
dors tell us that their technology is meant to be 
proof against average users, not organized crime 
gangs like the Ukrainian pirates who stamp out 
millions of high-quality counterfeits. At the end of 
the day, the user DRM is meant to defend against 
is the most unsophisticated and least capable 
among us.”)

• DRM is bad for artists (because it robs them of 
new possibilities. “Technology that disrupts copy-
right does so because it simplifies and cheapens 
creation, reproduction and distribution. The 
existing copyright businesses exploit inefficien-
cies in the old production, reproduction and dis-
tribution system, and they’ll be weakened by the 
new technology. But the new technology always 
gives us more art with a wider reach: that’s what 
tech is for. . . . Tech gives us bigger pies that more 
artists can get a bite out of.”)

Both O’Reilly and Doctorow invited the industry—
at a time when most publishers seemed paralyzed by 
fear of what piracy would do to their bottom lines—to 
start questioning whether piracy posed a major threat 
and whether it would indeed cripple sales, as many 
continue to claim to this day. They invited their peers 
to give more credit to users and ask if DRM was the 
solution to a problem or was another problem. This 
raised many other questions that the industry has 
tried to find answers to in recent years, including, for 
example: Will books be pirated regardless of whether 
DRM is used? Is the risk of a potential lawsuit of cus-
tomer dissatisfaction worth it? Will draconian DRM 
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policies drive users of e-books away? Is the amount of 
money lost due to piracy worth the steep cost of DRM 
technology? Will DRM always be vulnerable to hack-
ing and piracy? What exactly have been the effects of 
piracy since the turn of the century, when visionaries 
like O’Reilly and Doctorow foresaw that DRM would 
not be the solution to a problem but a new problem? 
And what should those who produce and publish con-
tent—authors—ultimately fear the most in a world 
that sees millions of new books published each year. 
(According to UNESCO’s 2017 statistics, 2.2 million 
books are now published each year worldwide.7)

Effects of Piracy

According to several articles, e-book piracy continues 
to rise as we near the end of the second decade of the 
twenty-first century, and it’s been on the rise for the 
past decade.8 One explanation for the rise of piracy is 
how easy it is to pirate e-books. They are relatively 
small digital files (compared to videos), so they can 
be quickly and easily downloaded, shared, and repro-
duced. In addition, the high quality of digitally pro-
duced works makes it easy to make copies without 
quality being compromised. Pirated works are of the 
same quality as originals, so they could be said to be 
perfect digital reproductions.

Prior to e-books, widespread copying of pirated 
books required a considerable investment of time and 
money. And the outcome was always a subpar version 
of the original. Today it is remarkably easy for e-book 
pirates to purchase a retail copy and use programs 
such as Calibre to strip the Adobe DRM and make the 
book available on Torrent sites or underground sub-
scription services. Therein lies the real problem of 
piracy: that “it takes only a small fraction of users 
who are capable of dissociating licenses from content 
to make managed content available to a significant 
fraction of users in unmanaged form.”9

Even legitimate e-book platforms such as Scribd 
and Wattpad faced criticism in the beginning phases 
of their development because illegal copies of popular 
titles appeared on their platforms (since they invited 
users to upload documents, college theses, and self-
published novels). The inappropriate behavior of those 
users quickly led these companies to install various 
filters to easily identify copyrighted work when it was 
uploaded. So, although their intentions were not to 
break copyright laws but to encourage and promote 
self-publishing on such platforms, as soon as Scribd 
and Wattpad invited users to participate in the shar-
ing of knowledge, copyright laws were broken and the 
two companies found themselves in the midst of com-
bating piracy.

In a 2009 New York Times article, publishers such 
as Hachette were quoted as saying that their legal 

departments spend a significant amount of time polic-
ing sites where copyrighted material may be available 
for free downloading. Publisher John Wiley & Sons 
confirmed at the time that it had sent notices on more 
than five thousand of its titles (throughout the year) 
asking various sites to take down illegal copies of 
their books.10

According to a survey conducted by Digimarc and 
Nielsen in 2017, 41 percent of all adult e-book pirates 
were between eighteen and twenty-nine years old, 
and 47 percent fell into the thirty-to-forty-four-year-
old bracket. The remaining 13 percent were forty-five 
years old or older. The study also revealed that, con-
trary to popular belief, those who downloaded files 
illegally were not low-income consumers but members 
of the upper middle class.11 Various other studies have 
shown that piracy was, indeed, most commonplace 
among younger people (ages eighteen to twenty-nine), 
including a 2013 study by Joe Karaganis and Lennart 
Renkema.12

The Digimarc and Nielson study revealed that 31 
percent of people who downloaded illegally did so via 
open torrent sites such as Pirate Bay, 31 percent got 
the books via open cyberlockers like 4shared.com, 
and 30 percent got them from a friend via IM, email, 
or flash drive. The study also revealed that 44 percent 
of pirates also bought e-books legally. Perhaps the 
most interesting part of the study was the top answers 
pirates gave when asked why they downloaded 
e-books illegally: 58 percent said because it was easy, 
51 percent said because it was free, 38 percent said it 
was because those same titles could not be found in 
bookstores, and 17 percent said because they did not 
think they should pay for content online. When asked 
what would deter them from pirating e-books, pirates 
gave a number of reasons, notably the following: (1) 
if they knew their computer was at risk; (2) if they 
believed they would be caught downloading; and (3) 
if it would harm the author, as they did not think it 
did. The report, however, estimated that illegal down-
loading cost the publishing market in the US alone 
$315 million.13

In 2017, the UK government’s Intellectual Prop-
erty Office’s study of online copyright infringement 
found that 17 percent of e-books were consumed ille-
gally in the UK.14 That’s about four million books. 
Organizations such as the Publishers Association in 
the UK see this as “4m books that authors and publish-
ers aren’t getting paid for,”15 even after such think-
ing faced backlash and has not been supported by 
any study that yielded specific results. According to 
research by Dutch firm GfK, only 10 percent of all 
German e-books on devices were purchased legally, 
with most being pirated.16 Further, “an e-reader in the 
Netherlands holds an average of 117 titles”; of those, 
only “11 were bought on legitimate websites.” In Rus-
sia, numbers are even higher: a whopping 92 percent 
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of Russian e-book readers “obtained their books ille-
gally downloading the materials.”17

When the Guardian conducted a survey of its 
readers about piracy (ages twenty through seventy) 
in 2019, most users admitted they “regularly down-
loaded books illegally and while some felt guilty . . . 
the majority saw nothing wrong in the practice.” One 
user was quoted as saying, “Reading an author’s work 
is a greater compliment than ignoring it,” and others 
said that “it was part of a greater ethos of equality 
that ‘culture should be free to all.’” According to the 
same Guardian article, many respondents reported 
starting to pirate books during university years, when 
faced with bills for expensive textbooks. One reader 
said: “It’s not much different from buying from a sec-
ondhand bookstore. . . . Either way, the writer gets no 
money.”18

Further, overwhelmingly, most respondents to 
the Guardian survey owned up to pirating books not 
because of cost, but for ease. Doctors, accountants, 
and professionals who described themselves as well-
off said they pirated books to “pre-read” them because 
they often felt dissatisfied with a book after a pur-
chase. In other words, thanks to piracy they could 
read first, then buy. An eighteen-year-old who down-
loads e-book illegally was quoted in the same article 
as saying that paying for food and clothes made sense 
because they were physical things, which is different 
from e-books, adding, “I believe real life and the inter-
net differ.”19 This thinking certainly points to a visible 
generational divide. Younger people perceive intellec-
tual property found online as a right, not a privilege 
that needs to be purchased the same way physical 
objects are purchased. Digital natives (those born into 
technology), unlike digital immigrants (those who 
had to learn it as it came later in their lives), tend to 
view content online as belonging to everyone, regard-
less of its origin.

Similarly, when Good e-Reader polled 1,800 
readers from around the world in 2018, asking them 
where they got their e-books, nearly 21 percent said 
from piracy. Other top sources included Amazon, 
iBooks, and Google Play Books, but the largest source 
was piracy. Good e-Reader also reported that was an 
increase of 12 percent from the study conducted only 
a year earlier.20

What these studies have in common is that they 
point to several facts about piracy that seem obvious 
and self-evident: online piracy of e-books is rampant 
all over the world, not just in developing countries; 
it is definitely on the rise despite DRM measures by 
publishers and content distributors in the most devel-
oped countries, which have not been able to stop it 
from spreading; it includes people from varied back-
grounds, even higher-income professionals; and it is 
most common among younger people (ages eighteen 
through twenty-nine), whose perceptions of access to 

information differ from those of previous generations. 
The International Publishers Association has claimed 
that “over one billion dollars is lost worldwide to 
ebook piracy.”21 This is, of course, an estimate, as 
it has been difficult to pinpoint exactly how and if 
piracy translates into lost sales. The only thing that 
everyone seems to agree with is that piracy cannot 
be stopped.

* * *

The central question surrounding piracy, of course, 
has been: How much does piracy hurt sales of print 
books and of legitimate online copies overall? In 
recent years, however, some have been reformulating 
this question to ask: Does piracy hurt sales at all, and 
if it does, what are the real, not perceived, reasons? Is 
it possible that it is helping more than hurting certain 
authors and titles, increasing their visibility worldwide 
and possibly even leading to increased sales? The fact 
remains, not enough research has been done to lead us 
toward definitive answers.

So far, the results of the studies focusing on music 
sales have been somewhat conflicting but leaning 
toward concluding that piracy did not have significant 
impact on physical sales. Some studies indicated that 
there was no significant effect, while others tried to 
show piracy as the enemy.22 On the book side, more 
studies are needed to gain a deeper insight into the 
matter, but the majority seem to indicate that piracy 
has no significant negative impact on sales of print 
books, or at least there is no solid proof that piracy 
and lack of DRM measures were directly responsible 
for a decline in print sales.23

Reimers’s study, published in the Journal of Law 
and Economics in 2016, showed a 14 percent increase 
in e-book sales with certain anti-piracy measures in 
place, but the study did not cover watermarking (the 
most common form of DRM). It covered only search-
ing for unauthorized copies of e-books on the internet 
based on metadata, such as filenames and book titles. 
In other words, the study did not really examine the 
effects of DRM but of very specific measures (such as 
delinking). In Reimers’s own words, “I estimate the 
effect of . . . private antipiracy effort on legal book 
sales. [In this case, “private” means that it involves the 
efforts of publishers, not public officials.] I use a novel 
data set consisting of monthly electronic ‘e-book’ sales 
of titles that are offered exclusively in electronic for-
mat by one publisher (RosettaBooks) and those titles’ 
weekly physical sales from January 2010 to Decem-
ber 2013. The data set includes the intensity level and 
success rate of protection from piracy over the same 
time period through Digimarc, a large piracy protec-
tion company.”24
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A 2008 study “done by consulting group Magellan 
Media Partners and a graduate student at New York 
University . . . which focused on titles from O’Reilly 
Media, found that it took an average of 20 weeks 
before a newly released title appeared on file-sharing 
networks” and that by then it had already found its 
way through the retail system. Magellan’s study “also 
found fewer pirated titles than expected.”25

In her 2013 PhD dissertation, “Intellectual Prop-
erty Strategy and the Long Tail: Evidence from the 
Recorded Music Industry,” Laurina Zhang found that 
removing DRM increased music sales by 10 percent 
but noted that “relaxing sharing restrictions” did not 
impact all albums equally and that removing DRM 
from albums increased the sales of lower-selling 
albums but did not benefit top-selling albums.26 This 
leads one to ask: Could the same logic be applied to 
e-books? Could relaxing DRM on e-books increase the 
interest in backlist titles, which aren’t being sold any-
way, at least not in any significant numbers? Science 
fiction publisher Tor/Forge, an imprint of Macmillan 
and Momentum, stated on its site in 2014 that remov-
ing DRM from its e-books did not hurt the business.27 
Tor editor Crisp noted in a post: “The move has been 
a hugely positive one for us, it’s helped establish Tor 
and Tor UK as an imprint that listens to its readers and 
authors when they approach us with a mutual con-
cern—and for that we’ve gained an amazing amount 
of support and loyalty from the community.”28 Crisp 
here was alluding to one major benefit of removing 
DRM from Tor’s e-books—it helped the publisher 
improve its reputation among readers and turned 
them into loyal supporters.

Likewise, when pirated copies of bestselling author 
Dan Brown’s The Lost Symbol appeared online soon 
after the book’s official release, the publisher did not 
seem anxious to launch a digital store for the book, 
seemingly because it did not believe that piracy would 
be a significant issue.29 Dan Brown is, of course, one 
of the most popular fiction authors in the world, and 
his loyal following of fans would (and did, in fact) pur-
chase print copies of his books.

* * *

In 2013, the European Commission ordered a 
study (costing €360,000) on how piracy affects sales of 
various content, including books, music, movies, and 
games, in the European Union. As reported on Engad-
get in late 2017, the EU never showed it to the pub-
lic “except for one cherry-picked section.” The author 
speculated that it was because the study, which was 
conducted by Dutch organization Ecorys, concluded 
that except for recently released blockbuster mov-
ies, there was no evidence that piracy affected sales 

of copyrighted materials or that online infringement 
displaced sales.30 In fact, the study showed that in the 
case of video games, piracy helped sales. The study 
was eventually made public (as a 300-page report) 
owing to efforts of EU parliamentarian Julia Reda, 
who filed a freedom of information request (under 
the EU’s Freedom of Information law). EU Commis-
sioners used the results of the study to support claims 
that piracy impacts cinema ticket sales (4.4 percent 
on average), but it wasn’t until after the information 
request by Reda that the EU released the study to the 
public.31

Reda asked in her 2017 blog post, “Why did the 
Commission, after having spent a significant amount 
of money on it, choose not to publish this study for 
almost two years?”32 She tied this fact to the com-
mission’s controversial proposal of requiring hosting 
providers to install content filters to surveil all user-
uploaded content and challenged the commission’s 
claims this was necessary because of a “value gap,” a 
supposed displacement of value from licensed music-
streaming services to hosting services like YouTube.

In their 2003 study, Haber and colleagues inves-
tigated to what extent DRM combated piracy and 
whether it could live up to expectations, concluding 
that DRM measures were, in fact, not effective at com-
bating piracy. One reason was that if even a small frac-
tion of users could transform content from a protected 
to an unprotected form, then illegitimate distribution 
networks were likely “to make that content available 
ubiquitously.”33 Haber and colleagues identified two 
ways in which piracy can occur: (1) unauthorized 
acquisition (which occurs when a consumer obtains 
copyrighted content illegitimately, e.g., via peer-to-
peer file-sharing services) and (2) unauthorized use 
(when a consumer obtains copyrighted content legally 
and then attempts to use it in illegal ways). As Haber 
and colleagues explained, a fundamental flaw in the 
debate around DRM has been that “it is often assumed 
that a solution to the second problem will solve the 
first as well.”34

Haber and colleagues concluded that ordinary 
DRM was not able to prevent piracy and that legal 
attacks would probably never provide lasting relief 
because as soon as one pirate site is shut down, 
another one seems to pop up.35 Indeed, many pirate 
websites cannot be shut down permanently because 
after one domain site is closed, another site just like 
it will appear under a different domain name. It is 
also not uncommon for such sites to post threaten-
ing legal language of their own directed at publishers 
and authors who try to stop them, showing no fear of 
possible consequences. This has been very frustrating 
for publishers investing significant resources in mak-
ing sure those who engage in illegal activities online 
are held accountable legally. Former Google and EMI 
executive Douglas C. Merrill said during his keynote 
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address at 2011’s CA Expo in Sydney, Australia that 
trying to sue people who download illegally from 
pirate sites was like “trying to sell soap by throwing 
dirt on your customers.”36

Clearly, investing in enforcing DRM practices and 
pursuing those who do not obey the law comes with a 
high price for publishers. “There is the cost of build-
ing, deploying and maintaining a DRM infrastructure, 
which will eat into whatever unrealized revenues are 
recovered.” Further, DRM-protected content is eco-
nomically less valuable than unprotected content as 
it doesn’t reach nearly as many people as DRM-free 
content. In other words, “Deploying DRM will result 
in fewer sales of legitimate content, which also might 
offset some of the revenues gained by decreasing 
piracy.”37

In short, implementation of DRM in e-books sold 
to consumers worldwide has led to two unfortunate 
outcomes: piracy has continued to spread, and legiti-
mate users have been discouraged and disappointed 
in the user experience.38

* * *

On the academic side of the publishing industry, 
the most notable influence on publishers’ willing-
ness to reconsider their DRM practices has been the 
spread of illegal downloading of academic articles, 
book chapters, and journals and the omnipresence of 
one site in particular: Sci-Hub. The self-proclaimed 
“first pirate website in the world,”39 Sci-Hub provides 
mass and public access to tens of millions of research 
papers. In 2015, Elsevier filed a legal complaint in the 
US District Court for the Southern District of New York 
against Sci-Hub and its founder, Alexandra Elbakyan, 
naming sci-hub.org, the Library Genesis Project, and 
Elbakyan as defendants in a civil action seeking dam-
ages for copyright infringement and for violation of 
the Computer Fraud and Abuse Act. In October 2015, 
the court ruled in favor of Elsevier (but Elbakyan 
remains in hiding).40 Sci-Hub has since gone through 
several domains, some of which have been blocked, 
but it remains the go-to place for research all over the 
world, even in the most affluent countries with the 
most comprehensive library collections.

Sci-Hub and its affiliated sites are not motived by 
commercial gain, according to Elbakyan on the Sci-
Hub homepage, but rather to remove all barriers in 
the way of science (and Sci-Hub does that by hacking 
actual university collections around the world).  Here 
are some mind-boggling stats that get us to rethink 
DRM’s power in combating piracy: the heaviest use 
of Sci-Hub apparently takes place on US and Euro-
pean campuses; the United States is the fifth-largest 
downloader; more and more academics donate papers 

to Sci-Hub voluntarily; and hundreds of thousands of 
download requests are placed every day from millions 
of unique IP addresses.41

According to biodata scientist Daniel Himmelstein 
(University of Pennsylvania) and his colleagues, who 
investigated the impact of Sci-Hub, the pirate site cur-
rently provides access to more than two-thirds of all 
scholarly articles in the world. When asked what pub-
lishers could do to stop new papers from being added 
to Sci-Hub, Himmelstein said, “There are things they 
could do but they can really backfire terribly. The 
issue is, the more protective the publishers are, the 
more difficult they make legitimate access, and that 
could drive people to use Sci-Hub.”42

* * *

If we closely examine how users who practice 
online piracy have been responding to attacks by 
publishers and content providers, we can get clues 
as to not only why they continue to engage in ille-
gal activities but also why users—and, increasingly, 
even authors—believe they may, in fact, be doing 
more good than harm. Indeed, while piracy is omni-
present in the world of entertainment, the number 
of legal viewers is at a high as well. A good case in 
point: Game of Thrones.43 While it was one of the most 
heavily pirated TV shows in history, it was also one of 
the most legally watched. When asked about piracy, 
David Petrarca, a director of Game of Thrones, pointed 
to piracy feeding the cultural buzz and allowing that 
kind of programing to survive in the first place.44

Other positive effects of piracy include “sam-
pling” (users like to sample books before deciding 
if they want to own them; Zhang’s 2013 study con-
firmed this45) and indirect appropriation (creating 
other opportunities for content creators as a result of 
massive exposure). Piracy has been shown to increase 
the demand for goods that are complementary to the 
pirated content.46

In his online article “E-book Piracy Is Rampant 
and Impossible to Stop,” author Derek Haines, who 
has published nearly twenty books, confirmed that 
every one of them had been pirated in some way, but 
admitted that pirate sites give him promotion: “I get 
extra Google Search listings, name and title recogni-
tion and occasionally, perhaps even real ebook sales 
as a result.” He also makes a valid point about under-
standing that people who use peer-to-peer sharing to 
access free e-books are “hard-nosed, addicted chas-
ers and collectors of anything and everything that 
is free,” so they are highly unlikely ever to pay for 
anything.47 This, of course, is a counterargument to 
the argument that piracy is a great tool for sampling 
before buying. There simply are people out there who 
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have never been purchasers and will continue to pur-
sue books when and only when the books are avail-
able to them free of charge.

Author Viewpoints

Authors’ reactions to DRM and piracy have been 
mixed. Some presumably favor DRM and require it as 
a condition for licensing their books to retailers. Oth-
ers have fought to electronically publish and license 
their work through online e-book readers without 
DRM protection. Some of these authors are concerned 
that DRM is driving readers away while others object 
to DRM on legal and moral grounds. Some very well-
known names are in this group of authors. To start, 
good examples are Cory Doctorow and Lawrence 
Lessig. Lessig wrote an entire book about his views 
on DRM, Free Culture, which he distributed under a 
Creative Commons license. Doctorow, whose young 
adult novel Little Brother spent seven weeks on the 
New York Times children’s chapter books bestseller 
list, offers free electronic versions of his books on the 
same day they are published in hardcover. His belief 
has remained, and he has reiterated it time and again, 
that free versions of books, even unauthorized ones, 
entice new readers and that the writer’s biggest fear 
should, in fact, be obscurity.48

New York Times bestselling author Joanna Penn 
has identified three reasons why authors shouldn’t 
worry about piracy: (1) serious readers prefer to buy 
books rather than download stolen copies (“Those 
who download from pirate sites are not likely to be 
your target market anyway.”); (2) some authors use 
piracy as a marketing strategy (Paolo Coelho is a good 
example); and (3) there is nothing to be afraid of (“If 
you’re not writing or publishing because you’re afraid 
someone will pirate your books or your ideas, you 
might need to consider other issues.” The question to 
ask here is: What are writers really afraid of?).49

Doctorow has tirelessly campaigned for copyright 
liberalization and against governments’ attempts to 
monitor the internet and has claimed that “corporate 
dinosaurs, big, dying institutions” use copyright to try 
to regulate technology, to criminalize all the peer-to-
peer file sharing that is the “Internet’s greatest achieve-
ment: lowering the cost of mass collaboration.”50

Literary giant Paolo Coehlo has also perceived 
piracy as having more positives than negatives back 
when online piracy was in its infancy. After he delib-
erately leaked e-book versions of The Alchemist in Rus-
sia on piracy networks in 1999, sales of his print books 
went from one thousand to over one million per year. 
When The Alchemist was first published in Russia, it 
sold about a thousand copies out of its initial print 
run of three thousand, which made Coehlo’s Russian 
publisher drop the deal with the author. Coehlo then 

found an unauthorized digital copy of The Alchemist 
and posted it on his own website. A year later his book 
sold 10,000 copies in Russia. By 2002, sales hit one 
million. Today, according to Forbes Magazine, Coelho’s 
sales in Russia are over 12 million. In an interview 
with Forbes in 2011, Coelho famously proclaimed: 
“The more people ‘pirate’ a book, the better. If the 
reader likes the excerpt of a book that he saw on the 
internet, he will most likely want to buy it the next 
day, as there’s nothing more boring than reading 
from a computer screen.”51 He once tweeted: “Some 
call this ‘piracy.’ I call it a medal to any writer who 
understands that there is no better reward than being 
read.”52

Coelho went so far in defending online piracy as 
to create the website Pirate Coelho, which to this day 
includes download links to his books (as of Septem-
ber 2019, the site included links to seven of Coehlo’s 
books). The famous author later claimed that as a result 
of the site’s creation, his books continued to be sold 
more, not less, worldwide. When confronted by some 
critics who said that the tactics he’s used have helped 
him but not struggling writers who had not yet made 
a name for themselves in the literary world, Coehlo 
responded: “The truth is: a good story doesn’t need to 
be protected. The rest is greed or ignorance.”53Author 
Hugh Howey has also shared similar sentiments, invit-
ing the industry at a BookExpo America conference in 
New York to see the good in what is otherwise unstop-
pable evil, adding that readers left good reviews of his 
books after stealing pirated copies, some even send-
ing him PayPal and Starbucks gift cards.54 And sci-
ence fiction author Neil Gaiman has described piracy 
as a modern-day version of lending of physical book 
“because broader distribution means a broader audi-
ence and a broader audience means more sales.”55

Author of the mega-popular Harry Potter series, J. 
K. Rowling, has taken a completely different approach 
and had initially refused to make any of her Harry 
Potter books available digitally in any way because of 
piracy fears.56 Rowling’s refusal to make e-book cop-
ies available online didn’t stop piracy. In fact, it may 
have encouraged it more, “because those who want 
a digital copy now only have the option of using an 
authorized copy.”57 Later Rowling’s publisher did start 
offering e-versions of Harry Potter e-books, as men-
tioned in chapter 1, by coating them with heavy DRM 
(and using the watermarking method, which allows 
the publisher to track the copy of each pirated e-book 
copy to the source).

It is worth noting that not all authors can benefit 
from the positive effects of piracy. There is a vulner-
able-to-piracy group among them, and they include 
authors of series of genre fiction. As reported in the 
Guardian, book one in a series does well, but book 
two is heavily pirated, “book three could end up dead 
in the water,” and the authors have reported losing 
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contracts as a result. So it could well be argued that 
if piracy hurts anyone, it is the midlist authors and 
those who can barely make a living as authors, not 
bestselling ones, according to Guest’s article in the 
Guardian.58

No Easy Solution

As this issue of Library Technology Reports has shown, 
the strategies copyright owners have used thus far to 
combat piracy have, in many ways, failed. Pursuing 
those who break the law (by filing lawsuits and trying 
to shut down pirate sites) has not stopped new illegal 
sites from popping up all over the world (usually under 
a different URL). Likewise, using digital technologies 
via DRM schemes to restrict access has angered users 
worldwide and led to more frustrations, and possibly 
even more piracy. Lastly, lobbying for more restric-
tive laws also did not prove effective, as even the leg-
islation passed in the United States (DMCA) and in 
the European Union (EU Directive) faced significant 
criticism and had to undergo revisions and modifica-
tions along the way as they faced their own internal 
contradictions.

In fact, what scholars and industry insiders have 
pointed to and uncovered over the last few years of 
studying piracy and the effects of DRM to combat 
it is that the more restrictions are put in place, the 
more piracy seems to spread. Some have also started 
to point to the positive effects of DRM-free content 
and even piracy, such as helping authors market their 
work, creating cultural buzz surrounding their work 
and reputation, leading authors to more opportunities 
in countries where they have little to no visibility, and, 
to a lesser extent, possibly even increasing sales. (This 
remains to be investigated further as very few studies 
have offered concrete examples and evidence.) That 
said, most agree that piracy should still be combated, 
but in sensible, logical ways that do not go against the 
current since the book industry has had time to learn 
its lessons during the past two decades.

So how does the industry catering to the masses 
who want to read online move forward? In 2003, Haber 
and collogues proposed—and other scholars echoed 
the same conclusions after them, including Sudler in 
2013—that the real solution to the piracy problem is 
largely nontechnical and that the most effective way 
to defeat piracy may be to compete with it, rather than 
to waste time and resources trying to shut down other 
websites.59 Haber and colleagues proposed several ways 
in which the content and IT industries might extend 
their offerings to compete with (rather than combat) 
piracy, which still matter today:60

• Quality of distribution (Legitimate distributors 
can offer consumers higher quality service.)

• Quality of content (Content on pirate sites is 
often poorly sampled, and there is a real threat of 
viruses present.)

• Infrastructure (Legitimate content distributors 
might arrange new partnerships with infrastruc-
ture providers, e.g., with mobile phone providers, 
to ensure cheap and easy access to content.)

Others have also argued that if the public were 
given an easier way to obtain files, piracy would be 
discouraged.61 In other words, Masnick, too, alluded 
to fighting piracy by focusing on what is broken in 
it: pirate sites are usually vulnerable to virus attacks, 
quality of files is not always good, and quality of user 
experience is inferior. Masnick expanded this argu-
ment further in 2009 when focusing on the industry’s 
response to piracy, versus piracy itself, as the real 
problem: “The best way to fight piracy? Get e-book 
shoppers accustomed to buying from legitimate 
sources before it’s too late. That means easy down-
loading, fair prices and the ability to move content 
easily from machine to machine within a household. 
Use of the standard ePub format and the end of tradi-
tional DRM could go a long way in that regard.”62

In his 2012 paper, Sudler explained this argument 
as follows: “Online piracy solutions under the new 
ecosystem involve finding methods and technologies 
that increase the value of legitimate assets compared 
with their pirated copies.”63 Sudler pointed to sev-
eral models as possible solutions that would benefit 
industries in the face of piracy, all requiring a shift 
in perception on the part of publishers, which must 
step into uncharted waters to learn the outcomes of 
experimenting with new approaches. “The solution 
to piracy lies neither in imposing draconian methods 
that seek to eradicate the problem altogether, nor sim-
ply resigning ourselves to runaway conditions. Rather, 
the answer rests in combining appropriate technolo-
gies with new business models designed for the new 
supply chain ecosystems.”64

Indeed, the changes that have been implemented 
(such as laxer DRM) by some publishers and content 
providers have gone a long way. In recent years, a 
wide range of alternative business models have been 
introduced to the market, as well as new methods 
for charging for access to content, including afford-
able subscription services (like Scribd) and a plethora 
of affordable e-books for purchase in various online 
stores (including Amazon). The user experience, too, 
has improved, as publishers and content providers 
started to look for new ways to give users easy access 
without forcing them to crack the DRM so that they 
could use e-books on various devices. There has cer-
tainly been more flexibility in that regard. Although 
companies such as Amazon and Apple remain loyal to 
their proprietary approaches, they, too, have modified 
their ways in some respects.

http://alatechsource.org
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The fact remains, however, that piracy is still 
widespread and DRM systems are still and may always 
be vulnerable to hacking. According to Kozlowski, 
the only uncrackable e-book format is from Amazon 
(KFX), since Amazon makes it impossible to read 
its books in any other reader (and this includes free 
books that previously had no DRM, such as those out 
of copyright).65 Piracy has proven to be a greater prob-
lem for publishers than expected and solutions will 
require more than using DRM.66

Another fact: it is the publishers, first and fore-
most, that need the most encouragement and convinc-
ing (even more than bookstores and online retailers) 
that DRM is doing more harm than good to their 
businesses. “In order to succeed as a thriving indus-
try, publishers and retailers should not try to control 
customer actions, but rather adapt and adopt policies 
that work with current and emerging technologies.”67 
It has been their fear of the fall of traditional publish-
ing that has driven them to negotiate higher prices 
for their e-books (in many cases as high as their print 
counterparts) and implement DRM, and it is therefore 
the publishers that may be to blame the most for keep-
ing the industry stagnant on the e-book front. The key 
to a way forward is to continue taking a proactive, 
rather than a reactive, approach to using current tech-
nologies in a way that “balances rights and needs of 
both consumers and authors.”68

And, according to copyright watchdog company 
Attributor, pirate sites shouldn’t be the only ones 
blamed either, but also the various advertising net-
works that “most of these sites use to make money 
by showing ads on the downloaded pages of ripped 
books,” proposing that the so-called ad network, 
which includes giants like Google and Yahoo, “should 
withhold a percentage of the money they would pay to 
the site’s operator and give it to the book’s copyright 
holder instead.”69

All these revelations show, in fact, that we have 
created the monster together and that it will take a vil-
lage to propel the book and content industry forward 
in ways that harm no one, especially not those with-
out whose creation and labor (authors and publishers) 
there would be no reason for DRM or pirate sites to 
exist. As Zimerman pointed out in 2011, “When all 
you have is a hammer, everything starts to look like 
a nail.”70 And this has often been the rhetoric behind 
the publishers’, retailers’, and users’ actions. If DRM 
is indeed not the solution moving forward—at least 
not to the extent that publishers are willing to put 
down their hammers—is piracy the problem or per-
haps the catalyst that will lead to a new world of pos-
sibilities? In his 2011 paper, Zimerman took us back 
to medieval times and reminded us that Gutenberg’s 
invention, the movable type printing press, was first 
perceived by the monks (who produced books manu-
ally in monasteries) as a “devil’s engine.”71 Today, 

Gutenberg’s invention printing press is considered one 
of the greatest inventions of the history of mankind.
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DRM and Libraries

Chapter 4

Library Challenges

Like consumers who purchase e-books directly from 
online stores, libraries, too, encounter DRM when 
building their digital collections. Unlike individual 
consumers, however, libraries involve institutional 
approaches and require a special set of usage restric-
tions and limitations, which depend on the types of 
deals libraries negotiate with vendors (i.e., companies 
that license e-books to them so that libraries may 
make them available for free to users). There are, of 
course, significant differences in the way DRM is used 
in public and academic libraries.

If users borrow e-books from public libraries, for 
example, DRM coding embedded into e-books helps 
control access to a title, how long a patron can read 
an e-book before it disappears from their device, and 
how many users can read an e-book at the same time. 
DRM can also be used to enforce various other busi-
ness models that do not replicate the traditional way 
of loaning materials for a certain amount of time, such 
as pay-per-use models, which allow libraries to make 
large amounts of content available to patrons but to 
pay only for the titles accessed or read by patrons. It 
is precisely the use of DRM that helps vendors track 
usage, which in turn helps them determine how to bill 
libraries based on patrons’ usage.

When library patrons check out an e-book using 
an e-book distributor such as, for example, Over-
Drive, the e-book will disappear from the patron’s 
account after a certain period of time (usually about 
three weeks), and that same user cannot read that 
title again unless they renew access to it. Vendors can 
also use DRM to delete files from a patron’s reading 
device after a loan period has ended. In other words, 
DRM allows e-books to self-destruct. Major trade pub-
lishers such as Penguin Random, HarperCollins, and 
Macmillan use DRM to enforce their fifty-two-loan 
cap for two years. This means that, owing to DRM, 
the publisher knows when a library has loaned a title 
fifty-two times within a two-year period (the imposed 

limit), after which the library will no longer be able to 
loan that title to its patrons unless it renews its license 
with the publisher (i.e., pays more).

In the world of academic and university librar-
ies, where e-books and other digital materials are 
used for research and advancement of knowledge—
particularly in the areas of science, technology, and 
business—DRM is present to limit what researchers 
can do with the content they usually access via large 
databases or via digital resources supplied to librar-
ies by various aggregators and publishers. DRM can, 
for example, limit downloading, sharing, and printing 
options for students and researchers.

An ALA DCWG Tip Sheet, “Digital Rights Manage-
ment,” first issued by the American Library Associa-
tion (ALA) in 2012, was written to help librarians in 
the United States navigate the intricacies of DRM and 
digital content, stating: “DRM systems are designed 
both to enable access and use of digital materials and 
to restrict copying, sharing, reformatting or otherwise 
changing electronic media. These restrictions can 
range from ‘active’ DRM, which marries ebooks to a 
brand of e-reader to more ‘passive’ DRM, like water-
marking a digital file with the purchaser’s name and 
email address. A familiar example of DRM employed in 
libraries is the patron library card that uniquely identi-
fies a library user authorized to check out a book [or 
e-book].”1 The Tip Sheet goes on to add that DRM can 
be used to enforce various pay-per-use models of access 
or limit libraries’ ability to archive or access items.

However, the Tip Sheet also points to disadvan-
tages of DRM: “Fair use and other exceptions to copy-
right law that libraries have relied on could be blocked 
by DRM. For example, people with print disabilities 
may be unable to use the text-to-speech (TTS) func-
tion of their e-reader if that function is disabled or the 
ebook is coded to prevent TTS.”2 The Tip Sheet also 
warns that adding identifying marks to an electronic 
loan could potentially violate patron privacy, which 
the library profession has a long history of protecting 
and defending.
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In fact, researchers have pointed to DRM as the 
main reason why libraries have trailed behind the rest 
of the web in moving to a more mobile-friendly model 
for search and discovery of information, arguing that 
DRM has not only made e-books difficult to use but 
also has devalued e-books.3

* * *

ALA and digital civil liberties advocacy group 
Electronic Frontier Foundation have advocated 
against DRM for several key reasons. They include the 
following:

• fair use (which makes it legally acceptable to 
quote from copyrighted works and use excerpts 
for the sake of the advancement of knowledge, 
education, and science)

• limited user options (Students and researchers get 
frustrated when draconian DRM does not allow 
them to use works freely.)

• cumbersome user experience (The more e-books 
are coated with DRM, the more difficult they are 
to use and navigate.)

• lack of real ownership (DRM prevents users from 
every really owning a copy of what they pur-
chased, as they would if the object was physical. 
This includes libraries.)4

Public and academic librarians have in recent 
years been very vocal about their concerns over the 
negative effects of DRM and its use in libraries, draw-
ing attention to their own challenging role of middle-
men in the process, as they must figure out how to 
meet the demands of the patrons on the one end while 
obeying copyright laws that protect publishers and 
authors on the other. Karen Coyle has pointed to three 
significant challenges that DRM poses for libraries:

• local control (DRM systems are not always afford-
able to libraries, and the control remains in the 
hands of the vendors that supply content to librar-
ies, which track activities to ensure the library 
regularly renews its license.)

• contracts (Libraries may need to negotiate rights 
for each publisher, and in some cases on a title-
by-title basis. This is both time-consuming and 
complex.) 

• archiving (How will books be archived and made 
available for use by future generations?)5

If DRM must be used in libraries, according to 
Coyle, different materials may need different levels of 
controls (e.g., popular materials may need more pro-
tection than research materials, as research materials 

simply must allow for more flexibility in how they 
are used). Coyle’s conclusions echo the sentiments 
of many librarians: “The most strict control of rights 
management should only be applied to those materi-
als that absolutely need it. And this means that there 
may not be a single rights management solution that 
is appropriate for all materials.”6 Indeed, DRM can in 
some cases be used productively in libraries. A good 
example is the British Library, which has used DRM 
“in its secure electronic delivery service to permit 
worldwide access to substantial numbers of rare docu-
ments which, for legal reasons, were previously only 
available to authorized individuals actually visiting 
the Library’s document centre.”7

* * *

Although most scholarly e-books continue to be 
distributed to libraries with DRM encryption, pub-
lishers including Oxford University Press, Cambridge 
University Press, SAGE, Springer/Palgrave, Elsevier, 
Wiley, De Gruyter, Brill, and Emerald have been 
providing DRM-free titles to libraries via their own 
platforms. Even aggregators like EBSCO, ProQuest, 
JSTOR, and Project MUSE now provide DRM-free 
titles on their own platforms, which amass and pro-
vide access to large amounts of content by a wide 
range of publishers.

Academic publishers are starting to pay closer 
attention to the feedback provided to librarians by 
end users, including students and faculty, who have 
expressed their concerns over DRM in various sur-
veys. A 2018 Library Journal survey—whose goal was 
to investigate academic student e-book experience 
in four-year colleges, universities, and graduate pro-
grams, as well as two-year or community colleges—
found that 74 percent of students accessing e-books 
through libraries believe there should be no restric-
tions placed on how e-books are used; 66 percent pre-
fer to use e-books with no restrictions; and, perhaps 
the most interesting and revealing part of the survey, 
the revelation that 37 percent of students have taken 
a principled stand and use only e-books that have 
no restrictions when conducting research. In other 
words, if over one-third of students do not want to 
even use e-books with DRM encryption, a large per-
centage of literature available in academic libraries is 
not consumed by researchers at all.8

On the public library side, mainstream publishers 
(i.e., those that usually cater to public libraries and 
that license e-book and other digital content to librar-
ies) have gone in the opposite direction, imposing 
more, rather than fewer, restrictions on e-book lend-
ing. In the summer of 2019, Macmillan announced 
that it would impose an eight-week embargo on 
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library e-books across all its imprints. This means that 
libraries that want to lend Macmillan’s brand-new 
titles to patrons (and this applies only to new titles) 
may buy perpetual access to a single e-book during 
the first eight weeks of publication at half price. After 
the eight-week period, additional copies may be pur-
chased at full library price (which is usually $60 for 
a new release). In other words, eight weeks after the 
release of a new title, libraries may be able to buy 
as many copies as they want, but not before. And, of 
course, those purchased copies would allow them to 
lend e-books to patrons for two years on a fifty-two-
loan cap (as explained above). After two years, the 
license must be renewed.9

In its public statement, Macmillan claims in 
defense of its new embargo experiment: “What we 
were seeing was really reaching a tipping point, where 
we’d have to explain to our authors that while your 
readership is growing, your royalty statement will be 
getting smaller and smaller.”10 Pitting authors against 
libraries is always a questionable tactic, especially 
when lacking data to support claims of sales canni-
balization—data that’s almost impossible to gather 
without serious inquiry and research. The Macmil-
lan statement offered no concrete evidence to support 
such a claim. ALA immediately showed concern about 
this decision, calling on publishers to reconsider and 
warning them that the embargo will set a problematic 
new standard for the rest of publishing. Any embargo 
policy has, in fact, been contradictory to what librar-
ies want to achieve: equitable access to knowledge and 
information.

* * *

The story of DRM in libraries can best be described 
as a two steps forward, one step back process. Prog-
ress has certainly been made on both public and 
academic library fronts, but not without controversy 
and challenges, and not without some pushback by 
the publishing industry. In public libraries, the user 
experience has improved tremendously over the 
years, which is precisely why Macmillan has decided 
to reinforce its embargo policies (fearing, yet again, 
that users will not buy books if they can access them 
through libraries without hassle). On the academic 
library side, most of the publishing industry has been 
steadily embracing the idea of DRM-free, led in part 
by the advent of the open access movement and the 
libraries’ willingness to fund it.

The open access movement, along with pres-
sures put on publishers by librarians, can certainly 
be credited with having positive influence. What once 

began as an initiative of nonprofit organizations like 
Knowledge Unlatched and Unglue.it has spread across 
academic publishing and led to major players now 
embracing the concept of open access and DRM-free 
e-books (first with e-journals, then e-books). A white 
paper published by Springer Nature in November 
2017 revealed, among other findings, that open access 
books enjoyed, on average, seven times more down-
loads, 50 percent more citations, and ten times more 
online mentions than paywalled titles.11 Such find-
ings have been just the encouragement the publish-
ing industry needed to reconsider its draconian DRM 
policies. Major academic publishers (including the big 
three: Elsevier, Wiley, and Springer) all have thriving 
OA programs, and OA is now widely considered to be 
the fastest growing segment of academic publishing.

Although faced with their daily challenges, librar-
ies can exert great influence on how the story of DRM 
unfolds. Library information scientists have proposed 
several recommendations for librarians:

• Embrace DRM technology with an open mind. 
(“The number one recommendation for library 
managers: embrace the technology. Digital rights 
management technology is a friend to libraries 
and the communities they serve.” 12)

• Protect privacy as vehemently as before. (“Bricks 
and mortar transactions allow individuals to pur-
chase media with cash without leaving any per-
sonally identifiable record. . . . Similarly, many 
libraries have developed circulation systems that 
retain no transaction record once the borrowed 
media is returned.”13)

• Educate users about what is available to them and 
how. (One effective way in which libraries can 
discourage use of illegal pirate sites like Sci-Hub 
is to actively help with compliance with funders’ 
open access policies and educate users in the dis-
covery of freely available research materials in 
open access repositories.14)

• Support open access actively rather than pas-
sively. (“How do we [libraries] reconcile our 
belief in equitable access with our own self-inter-
ests and our sympathy with the Robin Hood hack-
ers of the world?” asked Sanchez and Russell.15 
One clear way has been the support of the open 
access movement. By providing financial support 
for various open access initiatives worldwide—
which only continue to grow and expand—librar-
ies are helping to make more content open access 
legally and, most important, they are helping to 
accelerate the sharing and advancement of knowl-
edge and science, which hits at the core of their 
purpose.)
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The Role of Open Access

The story of open access (OA) in academic and schol-
arly publishing begins at the turn of the century. With 
the support from Open Society Foundations (formerly 
Open Society Institute), an international grant-making 
network founded by George Soros, a group of advo-
cates met in Budapest in 2001 to write the Budapest 
Open Access Initiative (BOAI), which helped define 
OA publishing. That same year, science writer Law-
rence Lessig established the Creative Commons orga-
nization, which provides licenses to books and other 
literature that facilitate open sharing. This encour-
aged institutions worldwide, including libraries, to 
promote the importance of OA institutional reposito-
ries to their faculty and to encourage researchers to 
self-archive works in those repositories.16

Peter Suber has given a good definition of “open 
access,” describing it as content that is “digital, online, 
free of charge, and free of most copyright and licens-
ing restrictions.”17 OA works generally fall into two 
categories: gratis and libre. Suber describes “gratis” 
as “free of charge, but not more free than that.” It 
removes price barriers, but not permission barriers. 
We can access the work and read it, and that’s all we 
can do with it. For all else, we must seek the permis-
sion of the copyright holder. Readers may read a gratis 
OA work, but not reproduce, redistribute, or repur-
pose it in any way. “Libre,” on the other hand, means 
that the work is “free of charge and also free of some 
copyright and licensing restrictions.”18 Libre OA gives 
the user permission to do more than just access the 
work, including the right to republish it on a public 
site. Users may even be allowed to alter parts of con-
tent. Libre OA is less common than gratis OA.

Open access first made strides with scholarly 
journals, but it has in recent years spread to mono-
graph and book publishing, not only academic, but 
also, although to a much lesser extent, popular and 
trade literature. Two types of OA emerge in journal 
publishing: gold and green open access. “Gold” refers 
to content published by an author in an online open 
access  journal. This can be described as ‘born open 
access content.’ In contrast, “green open access” refers 
to content published by an author in a journal and then 
self-archived in his or her institution’s OA repository.

To better understand libre OA, it helps to under-
stand the types of Creative Commons (CC) licenses 
available for such works. CC licenses allow authors 
and copyright holders to grant a range of permis-
sions to users. Most CC licenses have an attribution 
(BY) requirement, which ensures the work’s author 
gets proper credit. CC licenses range from the most 
open (CC0—Creative Commons Zero—Public Domain 
Declaration) to the most restrictive (BY-NC-ND; “NC” 
stands for “noncommercial” and “ND” for “no deriva-
tives allowed”).19 This is where DRM comes in.

Open access and DRM may at first seem contradic-
tory in nature and purpose, but after examining each 
closely, we can see how the two, in fact, complement 
rather than compete with one another. It is, in fact, 
DRM technology that can ensure that the various Cre-
ative Commons licenses are easy to understand and 
that it is clear to users what they may do with free 
content beyond reading it. As Keele and Odell see it, 
OA is really about the appropriate DRM, not necessar-
ily no DRM (although some advocates believe it should 
also be the latter).20 In some cases, DRM does make 
sense and should be adopted (for attribution perhaps 
above all else), and in others, one is led to conclude, 
it should be resisted (particularly when limiting basic 
user rights like the ability to print, copy, share, etc.).

Keele and Odell see libraries as playing a crucial 
role in the complex OA-DRM relationship. Accord-
ing to Keele and Odell, librarians need to use DRM 
to better manage rights in OA works. Their ongoing 
role should be to persuade authors and publishers 
to make a work OA with appropriate DRM (turning 
librarians into license advisors) as well as to recognize 
when DRM may negate access to an OA work (turn-
ing them into DRM-free advocates). “The author of a 
work published OA could select a CC license, register 
that license in blockchain, embed rights information 
in the file’s metadata and apply a watermark with 
rights info or a link to that info. . . . Through these 
uses DRM is furthering OA and open licenses by mak-
ing rights information about OA works more available 
and facilitating proper use and attribution.”21 Sanchez 
and Russell urged librarians to “promote efforts to fix 
or replace the current scholarly publishing system by 
supporting and promoting open access at the local, 
regional, and national levels.”22

In other words, DRM can make an OA work freely 
readable but prevent uses such as downloading, copy-
ing and pasting text, or breaking the work into pieces. 
This is where some OA advocates find DRM to be the 
enemy of OA, arguing that it goes against the idea of 
open research, which should include freedom and flex-
ibility to share knowledge without restriction. This 
brings us back to the key questions libraries must 
answer: How do they honor the limitations imposed 
by authors or publishers in order to protect the integ-
rity of their works, while at the same time providing 
patrons with a satisfactory reading and research expe-
rience? How do they respect copyright laws while fully 
embracing their mission to promote literacy and spread 
knowledge with no barriers? This, in turn, also brings 
us to the key question publishers must answer: How do 
they move forward in a way that meets their ambitious 
business goals while allowing libraries to fulfill their 
missions and build sustainable and affordable collec-
tions for their students, researchers, and patrons?

In conclusion, the idea of DRM runs counter to 
the idea of open access because DRM is all about 
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limiting access and what users may do with published 
content. On the other hand, DRM helps manage CC 
licenses. As Suber puts it, “the most widely used DRM 
approach in OA publishing is the Creative Commons 
license.”23 In other words, the CC license is an actual 
DRM approach. It could be convincingly argued that 
when it comes to open access, DRM shows how useful 
it can be for authors and publishers, despite its major 
flaws and its apparent failure to combat piracy.
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Lessons Learned

In the words of Bruce Schneier, “[DRM] is an impos-
sible task”1 and “trying to make digital files uncopi-
able is like trying to make water not wet.”2 Since the 
advent of the internet and digital file sharing, many 
lessons have been learned, and various media indus-
tries, not just publishing, have witnessed the adverse 
effects of DRM. These have been the key takeaways 
for publishers and libraries:

• There is no DRM scheme that cannot be hacked. 
According to available literature on the subject, 
DRM can always be hacked.3

• More DRM can lead to fewer (not more) readers. 
This is particularly true for self-published authors 
or those trying to break into publishing, whose 
primary goal is to expose their work to as many 
as readers as possible before they can afford the 
luxury making a living as a published author and 
being in a position to enforce strict DRM mea-
sures (as has been the case with J. K. Rowling, as 
discussed in chapters 1 and 3).

• There is no DRM technology that can eliminate 
piracy. Those who choose to break the law by 
engaging in illegal downloading will do so even 
if the content is free already.4 Piracy is more ram-
pant two decades into the twenty-first century 
than ever before.

• The current generation of digital media consum-
ers has always had access to free content and does 
not want to pay for it. “Retailers are trying to sell 
content to a consumer base that is not in the habit 
of paying for digital media and does not necessar-
ily equate digital piracy with theft.”5 New genera-
tions of readers are more likely to view DRM as 
an obstacle that will move them away from the 
desire to consume content in the first place. (The 
Library Journal survey mentioned in chapter 4 
confirmed this for college students in the United 
States.6)

• The most sensible way to move forward with 
DRM for publishers, authors, and libraries is to 

strike a balance with security, utility, and acces-
sibility.7 Indeed, piracy can become less attractive 
“not through restrictive DRM, but through fea-
tures and benefits that cannot be found on P2P 
[peer-to-peer] sites.”8

It remains to be seen what the future holds for 
digital content and DRM. More investigation is needed 
into the impact of DRM-free books, as well as those 
with light DRM. Likewise, more investigation is 
needed into the impact of e-books available through 
libraries. A simple Google Scholar search for “digital 
rights management and e-books” and “piracy and 
e-books” yields very few articles, and those that pop 
up were published in the first decade of the twenty-
first century, not the second. Those articles that are 
available rarely, if at all, discuss piracy in the con-
text of libraries. (The references in this paper reflects 
that as well.) As of fall 2019, the author of this paper 
was not able to locate a single study tracking the 
effect of free e-books available through libraries on 
the sales of those books in local or online bookstores. 
Without such knowledge, claims made by publishers 
like Macmillan about cannibalization of sales remain 
unjustified.

Perhaps the most logical way to proceed is to take 
clues from the lessons learned thus far, and those les-
sons point to the desirability of less DRM and more 
flexibility for users. They also point to libraries as 
being uniquely positioned to tackle the problem of 
digital piracy by competing with pirate sites. Library 
platforms give users what pirate sites do not: online 
safety, no advertising that distracts from reading 
and research, no vulnerability to virus attacks, and 
a higher quality of digital files. That said, the book 
industry cannot overlook the obvious problem of free 
content. “Free content is a popular solution to the 
DRM problem. Yet free information removes the mon-
etary incentive for creating content, relying entirely 
on enhanced reputation for the creator’s reward.”9 
Indeed, in order to continue creating and publishing 

Chapter 5
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high-quality content, authors and publishers will need 
assurance moving forward that they will be able to 
receive just compensation.

Which leads the conclusion: there is no one-size-
fits-all solution to the conundrum that is DRM and 
digital piracy, but there are many sensible solutions 
that together give the book and library industry more 
clarity as to what works and what doesn’t. We can all 
agree that too much of anything backfires, even when 
it comes to protecting copyrighted materials.
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